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INTRODUCTION 





PURPOSE 

The Foreign Councerintelligence Manual (FCIM) la an official 
FBI publication designed to aid Special Agents (SAs) who are conducting 
foreign counterintelligence investigations. Rules, agreements, statutes, 
guidelines and investigative procedures and techniques are contained 
herein. 



FORMAT 

FCIM is divided into three parts. Fart I contains the most 
commonly used foreign counterintelligence classifications. Included 
among the classifications is Section 0, ’’Foreign Counterintelligence 
Investigations,” which contains common instructions for classifications 
105, 1^9, 200, 201, 202, and 203. This section should be read prior 
to turning to instructions contained within those classifications. 

Psrt II contains instructions on document classification and 
handling. 

Part III contains information about visa identifications. 

and the TURK system applicable to FCI 

in ve s L iga 

The Appendix contains various guidelines, agreements, and 
executive orders germane to foreign counterintelligence investigations. 

DISCLOSURE OF CONTENTS 

Contents of this Manual must be held in strict confidence and 
are not to be disseminated outside the FBI. 

0 

FCIM is for FBI internal use only. No discretionary disclosure 
of its contents, in part or whole, shall be made without prior FBIHQ 
approval. Requests for disclosure under Title 5, United States Code, 
Section 552 ("Freedom of Information Act’*) must be forwarded for action 
to FBIHQ by appropriate conmunication. 

SECURITY AND DISTRIBUTION 

This Manual is the property of the United States Government 
with controlled distribution by the FBI. It is only issued to authorized 
Individuals and must be returned to an appropriate FBI official prior 
to leaving FBI employment. 

When not in use, this Manual must be stored In a •’steel filing 
cabinet having a built-in three-position dial-type combination lock, 
or a steel filing cabinet equipped with a steel lock bar, provided it 
la secured by a GSA-approved changeable combination padlock.” 
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REVISIONS 

Revisions to this Manual will be furnished at regularly scheduled 
intervals to Manual holders. 

Bach authorized holder of a copy of this Manual is responsible ‘ 
for inserting all revised pages. 

CITING THE MANUAL 



Information appearing in this Manual# excepting the appendix 
pages, should be cited by: 

Manual Name 

Part 

Section 

Main Topic 

Secondary Topic 

Paragraph 

Page Number 

The following are fictitious examples: 

FCIM: Part 1, 134-7.3.1, pg. 20 

PCIM: Part II, 2-4. 4.1, pg. 8 
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65-1 STATUTES (U) 



Title 18, use. Sections 792-798; Title 50, USC, Section 783(l)-(5) 
(Internal Security Act of 1950). 



65-1.1 Section 792 Harboring or Concealing Persons 

A 

Whoever harbors or conceals any person who he knows, or has 
reasonable grounds to believe, has committed, or is about to consnit, an 
offense under section 793 or 79 A is liable to $10,000 fine or ten years' 
imprisonment, or both.^ 

65-1.2 Section 793 Gathering. Transmitting/ or Losing Defense 

Ti^ormation 

^(a) Whoever, for purpose of obtaining information respecting 
national defense with intent or reason to believe it is to be used to 
injury of U. S. or advantage of any foreign nation, goes upon, enters, flies 
over, or otherwise obtains information concerning any vessel, aircraft, wor)c 
of defense, navy yard, naval station, submarine base, fueling station, fort, 
battery, torpedo station, dockyards, canal, railroad, arsenal, camp, 
facto^, mine, telegraph, telephones, wireless, or signal station, 
building, office, research laboratory or station, or other place connected 
with national defense owned or constructed, or in progress of construction 
by U. S. or under control of U. S., or of any of its officers, departments, 
or agencies, or within exclusive jurisdiction of D. S., or any place 
in which any vessel, aircraft, arms , munition, or other materials or 
instruments for use in time of war are being made, prepared, repaired, 
stored, or are subject of research or development, under any contract 
OT agreement with U. S., or any department or agency thereof, or with 
any person on behalf of U. S., or any prohibited place designated by 
President by proclamation in time of war or national emergency in which 
anything for use of Army, Navy, or Air Force is being prepared qr construct- 
ed or stored, information as to which prohibited place President has 
determined would be prejudicial to national defense; or 

(b) Whoever, for same purpose, and with like intent or reason to 
believe, copies, takes, makes, or obtains, or attempts to copy, take, make, 
or obtain, any sketch, photograph, photographic negative, blueprint, plan, 
■aap, model, instrument, appliance, document, writing, or note of anything 
connected with national defense; or *.* 



(c) Whoever, for same purpose, receives or obtains or agrees or 
attests to receive or obtain from any person, or from any source whatever, 
any document, writing code book, signal book, sketch, photograph, etc., of 
anything connected with national defense, )cnowing or having reason to 
Mlieve, at time he receives or obtains, or agrees or attempts to receive 
or obtain it, that it has been or will be obtained, taken, made, or disposed 
or Dy any person contrary to provision of this chapter; or 



Whoever, lawfully having possession of, access to, control 
^ing entrusted with any document, writing, code book, etc., 

1!? national defense, or information relating to national defense 
Which possessor has reason to believe could be used to injury of D. 8 
♦ foreign nation, willfully communicates, delivers,* 

ansmits, or causes to be communicated, etc., or attempts to communicate. 
., ame to any person not entitled to receive it, or willfully retains 
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sane and fails to deliver it on demand to officer or employee of 0. S. 
entitled to receive it; or 

^(e) Whoever having unauthorized possession of, access to, or 
control over any document, writing, code hook, etc., relating to national 
defense, etc*, willfully communicates, delivers, transmitS| or causes to be 
communicated, etc., or attempts to communicate, etc., or cause to be 
communicated, etc., same to any person not entitled to receive it, or 
willfully retains same and fails to deliver it to officer or employee of 
U. S. entitled to receive it; or 

^(f) Whoever, being entrusted with or having lawful possession 
or control of any document, writing, code book, etc., relating to national 
defense, (1) through gross negligence permits s^Jne to be removed from its 
proper place of custody or delivered to anyone in violation of his trust, or 
to be lost, stolen, abstracted, or destroyed, or (2) having knowledge that 
same has been illegally removed from its proper place of custody or 
delivered to anyone in violation of his trust, or lost, or stolen, 
abstracted, or destroyed and fails to make prompt report of such loss, 
theft, abstraction or destruction to his superior officer - is llablei 
to $10,000 fine or imprisonment for not more than ten years, or both. 

(g) If two or more persons conspire to violate any of foregoing 
provisions, and one or more do any act to effect object of conspiracy, 
each is subject to punishment provided for offense which is object or 
conspiracy. ^ 



65-1.3 Section 794 Gathering or Delivering Defense Information to 

Aid Foreign Government 

(a) Whoever, with intent or reason to believe that it is to be 
used to injury of U. S. or advantage of a foreign nation, communicates, 
delivers, or transmits, or attempts to communicate, etc., to any foreign 
government, or to any faction or party or military or naval force within a 
foreign country, whether recognized or unrecognized by U. S., or to any 
representative, officer, agent, employee, subject, or citizen thereof, 
either directly or indirectly, any document, writing, code book, etc., 
relating to national defense, shall be punished by death oz^ by imprisonment 
for any term of years or life. 

^(b) Whoever, in time of war, vith intent that same shall be 
communicated to the enemy, collects, records, publishes, or communicates, or 
attempts to elicit any information with respect to movement, numbers, 
description, condition, or dispostion of any armed forces, ships, aircraft, 
or war materials of U. S., or with respect to plans or conduct, or supposed 
plans or conduct of any naval or military operations, or with respect to 
any works or measures undertaken for or connected with, or intended for 
^o^kificetioTi or defense of any place, or any other information relating to 
public defense, which might be useful to the enemy, shall be punished by 
death or by imprisonment for any term of years or life. 

(c) If two or more persons conspire to violate this section, and 
one or more do any act to effect object of conspiracy, each shall be subject 
to punishment provided for offense which is object of conspiracy.* 

16# DSC, Section 798 (temporary extension of section 794), 
provides section 794, in addition to coming into full force of war, remains 
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in full force until six iiK>nths after termination of national emergency 
proclaimed by President on 12-16-50, or such earlier date as may be pre- 
scribed by concurrent resolution of Congress, and acts which would give 
rise to penalties under section 79^ when performed during a state of war 
shall give rise to same penalties when performed during periods above 
provided for. 

®5-l.l Section 795 Photographing and Sketching Defense Installations 

(a) Whenever, in Interests of national defense. President 
defines certain vital military and naval installations or eg[uipment 
as requiring protection against general dissemination of information 
relative thereto, it shall be unlawful to make any photograph, sketch, 
picture, drawing, map, or graphical representation of such installations 
or equipment without first obtaining permission of commanding officer 
of military or naval post, camp, or station, or naval vessels, military 
and naval aircraft, and any separate military or naval command concerned, 

and promptly submitting it to such commanding 
®***®®^ higher authority for censorship or other action as he may 
deem necessary. 

"^Cb) Whoever violates this section is liable to $1,000 fine or 
imprisonment for one year, or both. * 



65-1.5 



Section 7 96 Dse of Aircraft for Photog raphing Defense 
Installations 



^oever uses or permits use of aircraft or any contrivance used, 
or designed for navigation or flight in the air, for purpose of making 
photograph, sketch, picture, etc., of vital military or naval installations 
or equipment, in violation of section 795 is liable to $1,000 fine or 
imprisonment for one year, or both.® 

Sgetion 797 Publ ication and Sale of Photographs o f Defense 
Installations — 

... after 30 days from date President defines any vital 

military or naval installation or equipment as being within category 
contemplated under section 795, whoever reproduces, publishes, sells, or 

"y photograph, sketch, picture, drawing, etc., of vital military 
7 installations or equipment so defined, without first obtaining 
permission of commanding officer of military or naval post, camp or 

conceraed, or higher authority, unless such photograph, sketch, 

^ etc., has clearly indicated thereon it has been censored 

by proper military or naval authority, is liable to $1,000 fine or 
“P^^5oniDent for one year, or both.^ 

Executive Order lOlU dated 2-1-50, President defined as vital 

qeneral^di^«om?nfi<^"*^*^<*^^°”* equipment requiring protection against 
general dissemination or information relative thereto i " 

e<Tujnnu.n«- ^lita^, naval, or air force installations and 

of'^PrMid<»ni**e^^^*f ' or marked under authority or at direction 

tr Secri?!^' Secretary of Defense, Secretary of Army, SecJetary of SJw. 

“Restrle^?^"*^^ Secret," "Secret," "Confidential," o?^ 

Restricted," and located within: 
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(a) Any military, naval, or air force reservation, post, 
arsenal, proving ground, range, aine field, canp, base, airfield, fort, 
yard, station, district, or area 

(b) Any defensive sea area established by executive order 
not subsequently discontinued by executive order, and any defensive sea 
area established under authority of Title 18, DSC, Section 2152 

(c) Any airspace reservation established under section 4 
of Air Commerce Act of 1926 except airspace reservation established by 
Executive Order 10092 of 12-17-49 

(d) Any naval harbor closed to foreign vessel 

(e) Any area required for fleet purposes 

(f) Any commercial establishment engaged in development or 
manufacture of classified military or naval arms, munitions, equipment, 
designs, ships, aircraft, or vessels for U. S. Army, Navy, or Air Force 

(2) All military, naval, or air force aircraft weapons, ammuni* 
tion, vehicles, ships, vessels, instruments, engines, manufacturing 
machinery, tools, devices, or any other equipment whatsoever, in possession 
of Army, Navy, or Air Force or in course of experimentation, development, 
manufacture, or delivery for Army, Navy, or Air Force classified, designated, 
or marked under authority or at direction of President, Secretary of 
Defense, etc. 

(3) All official military, naval, or air force, books, pamphlets, 
documents, reports, maps, charts, plans, designs, models, drawings, photo- 
graphs, contracts, or specifications marked under authority or at direction 
of President, Secretary of Defense, etc. (Applicability of this executive 
order should be determined in each instance by contact with representative 

of armed services having security responsibility for item in question.) 

« 

65-1.7 Section 796 Disclosure of Classified Information 

^(a) Whoever knowingly and willfully communicates, furnishes, 
transmits, or otherwise makes available to an unauthorized person, or 
publishes, or uses in any manner prejudicial to safety or interest of 
0. S. or for the benefit of any foreign government to detriment of D. S. 
any classified information - 

^(1) Concerning nature, preparation, or use of any code, 
cipher, or cryptographic system of D. S. or any foreign government; or 

^(2) Design, construction, use, maintenance, or repair of 
any device, apparatus, or appliance used or prepared or planned for use 
by D. S. or any foreign government for cryptographic or communication 
intelligence purpose; or 

^(3) Communication intelligence activities of 0. S. or 
any foreign government; or 

^(4) Obtained by process of communication intelligence from 
conuiunication of any foreign government, knowing it to have been so 



UNCLASSIFIED 



20 

3/31/78 



FCIN 



( 



PART X 



SECTION 65. ESPIONAGE 



o 



ONCLASSZPXED 



». 

* 



obtained “ Is liable to a £ine of $10,000 or istprisoninent for ten years, 
or both.^ ' 

(b) Por precise definitions of teres used in this subsection, 
refer to Title 18, OSC, Section 798. 

♦ 

ic) Nothing in this section shall prohibit furnishing, upon 
lawful demand, of information to any regularly constituted committee of 
D. S. Senate or House of Representatives, or joint committee thereof.^ 

®5-1.7.1 Statute of Limitations 

Statute of limitations for sections 792 and 793 is ten yearsi 
there is no statute of limitations for section 794 as this is a capital 
offense; statute of limitations for sections 795-798 is five years. 

50, DSC, Section 783 (Internal Security Act of 1950) 

j shall te unlawful for any officer or employee of D. S. cr 

owed^ln®£hrt?!r®«^ agency thereof, or of any corporation stock of which is 
^ •" any department or agency 

communicate in any manner to any other person whom such officer 
of or has reason to telieve to be an agent or representative 

y oreign government or an officer or stember of any communist 
of®k?nd*oi°" in section 782 of this title, any information 

President (or head of any department, agency, 
or corporation with approval of President) as affecting security of 

or having reason to know that it has been so classified, 
specifically authorized by President, or by head of department. 

k"ouiii 9 ly to obt.i. or ric.iv., or .ttLipt to 
o? of ni''3’ “ inditoctly. from uiy officer or mployra of 

b^en*elL*ff?^X department, etc., any information of kind which sLll have 
^en classified by President (or by head of any such department, acencv or 
co^ration with approval of President) as affecting sefJriS of 

inH^StioA. ^ coi^Po^^stion having custody of or control over such 

liable to fiL provision of this section is 

ten yea« tr imprisonment for not more than 

both, and shall be ineligible to hold any office, or olace of 
honor, profit, or trust created by Conititution or l“^ of u! 6. 

tlon «f person may be prosecuted, tried, and punished for viola- 

and if at within ten years after commission of offense 

O? S oJ of commission of offense person is an officer or «ployS Jf 

which is owned^in^whoif^”^ or agency thereof, or of any corporation stock of 
thereof ^h or any department or ag^cy 

^ola?iAn cf t^r be prosecuted, tried, and pAnisLd for any ^ 
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(f) Neither holding of office nor membership in any communist 
organization shall constitute per se a violation of subsection (c) or of any 
other criminal statute. ^ 

65-2 DEPARTMENTAL INSTRUCTIONS 

(1) The Department has instructed all DSAs that, its prior 
authorization is necessary before instituting prosecutive action in 
espionage cases, except in emergency situations where the subject is a 
fugitive or delay may result in damage. 



(2) According to the Department, prohibitions in Section 793 
(a) (b) are conditioned upon suspect having the purpose of obtaining 

information respecting national defense with intent or reason to believe 
that it is to be used to inju^ of U. S. or advantage of any foreign nation; 
those in subdivision (c) require same purpose plus suspect’s knowledge or 
reason to believe that it will be used contrary to espionage laws, 
subdivisions (d) and (e) relate to suspects who already have possession of 
or access to information relating to national defense, either lawfully or 
unlawfully, which they have reason to believe could be used to injury of 
U. S. or to advantage of any foreign nation, and who willfully transmit it 
to unauthorized persons or retain it after demand made by person authorized 
to receive it (a demand is only necessary under subdivision (d) where 
individual has lawful possession - no demand is necessa:^ under subdivision 
(e) where person has unauthorized possession ) ; subdivision (f) applies to 
suspects who have lawful possession of national defense information and 
permit it to be lost or destroyed through gross negligence or fail to report 
its loss to proper authorities. 




65-2.1 Photographic Violations - Departmental Policy 
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65-3 FBIHQ POLICY 




Espionage investigations are sensitive because the diplomatic and 
inter-governmental ramifications of these investigations are far-reaching# 
Close FBIHQ supervision is necessary. Prosecutive decisions in espionage 
investigations are made directly by the Department of Justice not by USAs. 
Prudent and skilled Special Agents should be assigned. Patient penetrative 
investigations are essential. The need-to-know principle must be 
observed. 
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65-6 
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SUiS 



65-8 



yiSSING CLASSIFIED DOCUMENTS AND DISCLOSURE OF CLASSIFI ED DATA 
jSee Atomic Energy A ct of 1954. Also see Section 117, MIQG^ " 



. . Generally^ th6S6 cases are referred by other Qovernnent aaenci^s 
in^referral^ ^BIHQ promptly of facts, specifying reason for delay 

st»t» whv are reported nlssing, referring agency should 

ii iri?iL confirm receipt 

in writing and state whether or not investigation is being conducted. 

*5-8.1 Locating Missing Documents (Onclassif led) 

resoonslhiTiJv }«.*" administrative function of the agency having security 
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([65'-8.3 Reporting Kequlrcmentg 




65-9 VENUE 

Venue lies In Judicial district In which alleged offense occurred. 

(Unclassified) 



65-10 C31ARACTER - ESPIONAGE (Name of country). Where applicable, add 

dual character of Internal Security Act of 1950. (Unclassified) 
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FOREIGN GOVERNMENT AGENTS 



Statute, Title 18, OSC, Sectlon-951 
Departmental Policy 







FOREIGN AGENTS REGISTRATION ACT OP 1938 



97-2.1 Statute, Title 22, Section 611-621 

97-2.2 Exempted Persons 

97-2.3 Political Propaganda 

97-2.4 Books and Records 

97-2.5 Responsibility of Officers 

97-2.6 Political Contributions 

97-2.7 Government Officials Acting as Foreign Agents 

97-2.8 Enforcement and Penalties 



4 ' 

I 



97-3 ESPIONAGE TRAINING 

97-3.1 Statute, Title 50, OSC, Section 851-857 

97-3.2 Exceptions to Registration 

97-3.3 FBIHO Policv 



Interviews 
97-3.6 Registration Statenents 

97-3.7 Penalty 

97-3.8 Statute of Limitation 






97-4 



CHARACTER 




This section is unclassifi ed except 
tor those topics titled, 



UNCLASSIFIED 



27 

3/31/78 



FCIM 




r • 



f 



( 



PART I 



\ Q PART 1 

SECTION 97. REGISTRATION ACT 




There are three principal registration statutes within Bureau's 
jurisdiction. They are set forth below (97-1, 97-2 and 97-3), 

97-1 POREIGN GOVERNMENT AGENTS 

97-1.1 Statute. Title 18, OSC, § 951. Agents of fotelgn governwents. 



Whoever, other than dlplotoatlc or consular officer or attache, 
acts in 0. S. as agent of foreign governnent without prior notification to 
Secretary of State, shall be fined not sore than $5,000 or iwprlsoned not 
■ore than ten years, or both. The tern "foreign government,” as used In 
this title. Includes any government, faction, or body of Insurgents within 
country with which D. S. is at peace. Irrespective of recognition by O. 6. 

. (Onclassified) 

97-1.2 Departmental Policy 



7 

Jf 



V 













-'^irwy am 












Department has advised that no definite opinion could be rendered 
as to whether agents of foreign governments are legally required to notify 
Secretary of State with regard to specific nature of duties to be performed 
by them. When Information is received that agent of foreign government »ay 
be engaged in activity outside scope of duties set forth in his notifi- 
cation to Secretary of State, submit promptly to PBIHQ for presentation to 
I^partment for opinion as to possible prosecution or further Investigation. 

(DnclassifiedJ 
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97-2 FOREIGN AGENTS REGISTRATION ACT OP 1939, AS AMENDED 



Original Foreign Agents Registration Act of 1938, known as 
McCoraack Act, was superseded by Foreign Agents Registration Act of 1938, 
as anendedo 



97-2o1 Statute, Title 22, DSC, SS 611-621 provides: 



(1) Ho person shall act as agent of foreign principal unless he 
has filed with Attorney General a true and complete registration statement 
and supplements as required by these sections, unless he is exempt fromi 
registration. Supplementary statements must be filed every six months. 

A 30-day grace period is permitted to file these supplements. Material 
changes in agent*s activities or relationships with foreign principal must 
be reported within ten days. 

(2) The term "agent of foreign principal” includes anyone who: 
Acts as an agent, representative, employee, servant, public-relations 
counsel, publicity agent, information-service employee, or political 
consultant for a foreign principal, or for a person any of whose activities 
are in whole or in major part controlled by foreign principal, and who 
within 0. 6.: 



(a) Engages in political activities for Interest of foreign 
principal. 

(b) Solicits, collects, or dispenses anything of value 
for foreign principal. 



(c) Represents Interests of foreign principal before 
any agency or official of D. S. Government. 



(d) Assumes or purports to act as foreign agent whether 
or not a contractual relationship exists with foreign principal: or 

(e) Acts In any other capacity at order or direction 

of foreign principal or of a person any of whose activities are controlled 
by a foreign principal. 

(3) Term "agent of foreign principal” does not ^include: 



(a) Bona fide representatives of news or press services 
organized in D. S. so long as they are not owned or controlled or their 
policies determined by any foreign principal or foreign agent required to 
register under this act. 

(b) Bona fide representatives of newspapers, magazines, 
or periodicals holding second-class mailing permits are not subject to 
foreign control. 

(4) "Foreign principal” includes any entity in a foreign country^ 
government, political party, individual, association, corporation, etc. 

B7-2.2 Exempted Persons 

(1) Duly accredited diplomatic or consular officials 
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(2) OfficialB of foreign governjDents 

(3) Kenbers of staff of diplonats, consular officials* or 

foreign officers other than public-relations# counselors# publicity agents# 
or inforsation-service employees. Latter are not exempt unless their 
status is recognized by State Department. They cannot engage in propaganda 
distribution. ' 



(4) Persons engaged exclusively in bona fide trade and commerce. 

(5) Persons collecting funds for relief of human suffering and 
registered pursuant to terms of Neutrality Act. 

(6) Persons engaged in bona fide religious# scholastic# academic# 
or scientific pursuits or of fine arts. 

(7) Persons qualified to practice law who agree to or engage 
in legal representation of a disclosed foreign principal before any court 
or agency of U. S. Government provided that representation does not attempt 
to influence or persuade U. S. Government officials other than in course of 
established agency or court proceedings. 



97-2.3 Political Propaganda 

Agents of foreign principals distributing political propaganda 
in interstate or foreign commerce or through mails to two or more persons 
must file two copies with Attorney General within 48 hours with statement 
regarding time and extent of distribution. Such propaganda must be con- 
spicuously labeled to show: 

(1) Relationship or connection between political propaganda 
and person responsible for its transmittal 

(2) Distributor is registered agent of foreign principal 

(3) Identity of foreign principal 

(4) Registration statement filed by distributor is available 
for inspection at Department of Justice. 

(5) Registration by distributor does not imply approval of 
contents by D. S. Government. 

This act requires registration of persons accepting compensation 
from foreign principal or acting in 0. S. on orders,, instructions# or 
request of foreign principal. Thus# agent of foreign principal engaged 
in sending propaganda from D. S. to foreign countries could be required to 
register. This interpretation is based on legislative history of statute. 

This act also requires labeling of speeches# radio addresses# mnd 
other methods employed in disseminating oral propaganda in interstate and 
foreign commerce by registered agents in strict accordance with regulations 
prescribed by Attorney General. 

A registered agent# in furnishing propaganda to or requesting 
Information or advice from any D. S. Government Agency or official# must 
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pr-eface propaganda or request by accurate atateaent to effect he la an 
agent of auch foreign principal In accordance with act. Siailarly, when 
registered agent appears before any committee of Congress to testify in 
Interest of his principal, he must furnish committee with copy of bis most 
recent registration statement as filed with Department of Justice. 

97-2.4 Boots and Records 

% 

Agents of foreign principals are required to* keep books and 
records of activities as prescribed by Attorney General. These must be 
maintained for three years after agent terminates his relationship with 
foreign principal. Books and records are to be open for inspection at 
reasonable times by any official charged with enforcement of act. It Is 
unlawful to, or attempt to, falsify, conceal, or destroy these records. 

97-2.5 Responsibility of Officers 

Khen agent of foreign principal is organisation, officers, 
directors, or those performing functions of officers or directors will*be 
responsible for compliance. 

97-2.6 Political Contributions 

Act prohibits foreign agent, when acting in that capacity, from 
knowingly making contribution of anything of value in connection with 
election to any public office or primary election, convention, or caucus 
held to select candidates for any public office. Prohibitions are also 
imposed against anyone knowingly soliciting or receiving such contributions 
from any foreign agent or foreign principal. 



97-2.7 Government Officials Acting As Foreign Agents 

All officers or employees of D. S. Government are prohibited from 
being or acting as agents for foreign principal. Exception is provided 
where head of employing agency certifies to Attorney General that employment 
of foreign agent is required in national interest. 



97-2.8 Enforcement and Penalties 



4 

(1) Khen Attorney General judges a person Is engaged in, or has 
or is about to engage in, activity in violation of act, he may apply 

to appropriate U. S. district court for order enjoining such acts or 
enjoining person from continuing to act as foreign agent until be complies 
with all provisions of registration. Courts must give Attorney General's 
application preferred action. 

(2) If registration statement is deficient. Attorney General 
must so notify the registrant giving specifics. Ten days after receipt of 
the notification it will be unlawful for registrant to continue as foreign 
agent without filing amended statement. 



(3) Foreign agents are forbidden to enter into contracts with 
their foreign principals wherein agents' fees or compensation is contingent • 
upon success of any political activities carried on by agents. 



(4) Upon conviction, violators of provisions of act, except as 
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listed below, say be fined $10,000 or imprisoned for five years, or both. 
Aliens convicted are subject to deportation. 

(a) D. S. officials acting as foreign agents - $10,000 
and/or two years. 

(b) Agents contributing, or persons accepting, receiving or 
soliciting contributions, to elections or political activities - $5,000 
and/or five years. 

(c) Agent operating on contingent fee or continuing to act 
as foreign agent without filing amended statement as required in (2) above - 
$5,000 and/or six months. 



(d) Agent omitting or improperly labeling propaganda; 
failing to provide statement that he is registered agent when furnishing 
propaganda to or requesting information from U. S. Government official; or 
failure to provide congressional committee copy of most recent registration 
statement when testifying before such committee - $5,000 and/or six months. 



97-2.9 FBI HQ Policy 



(Unclassified) 



(1) Investigations may be initiated without prior FBIHQ author- 
ity. 



(2) Cases are not to be presented to USAs or discussed with 
there nor are copies of reports to be furnished to them without FBIBQ 
^ authority. 

f (3) Although Bureau has been authorized to examine books and 

records of registered agents, no such examination should be attempted 
except upon specific FBIHQ authority. 

( 4 ) Diplomatic and consular officers are exempt from, registration 
so long as their activities are recognized by Department of State as 
proper for such official. No investigation of diplomatic or consular 
officers is to be conducted without prior FBIBQ authority. When activities 
are noted, which would seen to be outside regular activities of official 
in question, advise FBIHQ promptly so that inquiry may^be made of State 
Department to determine exactly what official’s status and scope of action 
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(1) Title 22, use, S 612, provides: "The obligation of en agent 

of a foreign principal to file a registration statement shall, after the 
tenth day of his becoming such agent, continue from day to day, and 
termination of such status shall not relieve such agent from his obligation 
to file a registration statement for the period during which he was an 
agent of a foreign principal." 



(2) Title 22, DSC, S 617, provides: "Dissolution of any organi- 

sation acting as an agent of a foreign principal shall not relieve any 
officer, or person performing the functions of an officer, or any director, 
or person performing the functions of a director, from complying with the 
provisions of this section." 

(3) Title 22, DSC, | 616, provides that failure to file any 
^gistration statement or supplements thereto as required shall be consider- 
e<3 continuing offense for as long as such failure exists, notwithstanding 
My statute of limitation or other statute to the contrary, (unclassified) 
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97-3 ESPIONAGE TRAINING 

97-3.1 Statute^ Title 50, OSC, SS 851-857, provideas 

Every person who has knowledge of, or has received Instructloo •: 
or assigmoent in, espionage, counterespionage, or sabotage service or 
tactics of government of foreign country or foreign political party shall 
register with Attorney General by filing registration statement. 



97-3.2 Exceptions To Registration 



Any Person: 

(1) Who has obtained knowledge of or received instruction or 
assignment in espionage, counterespionage, or sabotage service or tactics 
of a foreign government or foreign political party by reason of civilian, 
Bilitary, or police service or employment with 0. S. Government, governaents 
of several states, their political subdivisions. District of Columbia, 
territories, or Canal Zone. 

(2) Who has obtained such knowledge solely by reason of academic 
or personal interest not under supervision of or in preparation for service 
with government of foreign country or foreign political party. 

(3) Who has made full disclosure of such knowledge, instruction, 
or assignment to officials within an agency of D. S. Government having 
responsibilities in field of intelligence, which disclosure has been 

made natter of record in files of such agency, and concerning whom a 
written determination has been made by Attorney General or Director of 
Central Intelligence that registration would not be in interest of national 
security. 

(4) Whose knowledge of, or receipt of instruction or assignment 
in, espionage, counterespionage, or sabotage service or tactics of govern- 
ment of foreign country or foreign political party, is matter of 'record in 
files of an agency of U. S. Government having responsibilities in field 

of intelligence and concerning whom a written determination is made by 
Attorney General or Director of Central Intelligence, based on all informa- 
tion available, that registration would not be in interest of national 
security. 



(5) Who is duly accredited diplomatic or consular officer of 
foreign government, who is so recognized by Department of State, while be 
is engaged exclusively in activities which are recognized by Department 
of State as being within scope of functions of such officer, and any 
member of his immediate family who resides with him. 

(€) Who is an official of a foreign government recognised 
by U. S., whose name and status and character of whose duties as such 
official are of record in Department of St^te, and while he is engaged 
exclusively in activities which are recognized by Department of State as 
being within scope of functions of such official, ^nd any member of him 
Immediate family who resides with him. 

(7) Who is a member of staff of or employed by a duly accredited 
diplomatic or consular officer of a foreign government who is sc recognized 
by Department of State, and whose name and status and character of whose 
duties as such member or employee are a matter of record in Department 
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of state, while he is engaged exclusively in performance of activities 
recognized by Department of State as being within scope of functions of 
such member or employee* 

(8) Who is an officially acknowledged and sponsored represen* 
tative of a foreign government and is in D* S, on an official mission for 
purpose of conferring or otherwise cooperating with 0. S* Intelligence or ' 
security personnel. 

(9) Who is a civilian or one of military personnel of a foreign 
armed service coming to D. S. pursuant to arrangements made under a mutual 
defense treaty or agreement, or who has been Invited to 0. S. at request of 
an agency of U. S. Government; or 

(10) Who is a person designated by a foreign government to serve 
as its representative in or to an international organization in which 0. S. 
participates or is an officer or employee of such an organization or who is 
a member of Immediate family of, and resides with such a representative, 
officer, or employee. 

(Unclassified) 

97-3.3 FBIHQ Policy 

(1) Investigations may be initiated without prior FBIHQ 
authority. 

(2) Cases are not to be presented to USAs or discussed with 
them nor are reports to be furnished to them without FBIHQ authority. 

. provides exemption from registration for persons cited 

in 97-3.2 above. When infoxi&ation is received that individual 'apparently 
covered by act may be so exempted, immediately furnish information to FBIHQ 
so that inquiry may be made of appropriate department to determine exact 
s;^tus of individual. This should be resolved orior to investiaation. 












36 

3/31/78 



PAKT X 



ONCIASSIPZB) 



< 0 

6ECTZ0M 97. REGISTRATION ACT 



'O 



I 



97-3.5 Intervievi 

(1) Interviews with subjects should be considered oh coo^letion 

of all logical Investigation. Obtain FBIHQ authority. ^ 

(2) Khere subject is involved in revolutionary group or engaged 
in other activity where timely interview night produce valuable investiga- ' 
tive or intelligence data, expeditiously request authority for interview 
and indicate why interview proposed prior to completion of investigation. 

(3) Where such early interview is authorized, additional inter- 
views with subject may be conducted on SAC authority. 

97-3. S Registration Statements 

Registration statements maintained by Attorney General shall be 
open to public examination, except that Attorney General, having due regard 
for national security and public interest, may withdraw any registration 
statement from public examination. 

97-3.7 Penalty 

Whoever willfully violates any provision of act or any regulation 
thereunder, or in any registration statement willfully makes a false 
statement of a material fact or willfully omits any material fact, shall be 
fined not more than $10,000 or imprisoned for not more than five yeaxs, or- 
both. Any alien so convicted is subject to deportation. 



97-3.8 



Statute of Limitation 



(1) Failure to file a registration statement as required by act 
is a continuing offense, notwithstanding any statute of limitation or other 
statute to contrary. 

» 

(2) Compliance with registration provisions of this act does not 
relieve any person from compliance with any other applicable registration 
statute. 



97-4 CHARACTER - REGISTRATION ACT - 

of country) 



(Name or approved abbreviation 
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199-3.2 Officials on Whom No Investigation is Conducted 




199-*3«3 United States Persons 




A U. S. person as referred to in the Attorney General’s Guidelines 
for Foreign Counterintelligence Investigations is one who is a 0. S. 
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1-1 SECURITY OFFICER 

Each field office irlll designate an Agent to serve as Security 
Officer. He/she will be responsible for all matters %ihlch relate to protec* 
tlon of classified material and Sensitive Coopartmented Information (SCI) 
Including accountability for "Top Secret* and SCI. An alternate irlll be 
designated to serve in his/her absence. These Agents must be thoroughly 
knowledgeable concerning classlf Icatlon^ declassif Icatlon, and safeguarding 
I requirements and procedures set forth In Executive Order[ 12065. ] The Security 
Officer should periodically monitor correspondence of a national security 
nature being prepared and handled in his/her office. FBIRQ should be promptly 
advised of any problem areas and of changes In the identities of officials and 
supervisors who have classification authority. 

I 1-2 CENERAL CLASSIFICATION! INSTRUCTIOWS l 

[ [Vhen material Is prepared in the FBI which relates to national 

[ security and which meets the criteria of Executive Order 12065 , it must be 

i classified and marked in accordance with the provisions of that Order as 
outlined In this section. No material originated on or after December 1» 
f 1978 » may be classified after receipt of a request for the document under the 
I Freedom of Information Act or the Mandatory Review provision of Executive 
[ Order 12065 unless such classification is consistent with that Order and 
I authorized personally by the Attorney General or Deputy Attorney General. 

I Material originating before December 1* 1978 ^ and subject to such request may 
( be classified by an authorized classification authority.] 

I 1-2.1 ^thority to Classify, Declassify, Upgrade, Downgrade and[Extend 

I Classification Beyond Six ^ears ] 

! [(l) Authority to classify (or upgrade) material and to extend 
classlf Icatlon beyond six years is strictly limited to specifically-designated 
[ officials and supervisors approved in writing by the Attorney General. Such 
[ approval Is handled through the Document Classification and Review Settion at 
I FBIHO. 

(2) Agents or support personnel preparing national security 
material should determine whether there is a basis for classif Ication^ the 
level of classif ication^ and whether classification should ot extended beyond 
six years, but only authorized classifiers may approve such classification and 
extension, and only their credential numbers may be used as the classifying 
authority. In the absence of an authorized classifier, an individual not 
authorized, such as a relief supervisor, acting on authorized classifier*s 
^ behalf, may classify material utilizing the authorized classifier*s credential 
number. 



1 (3) Classified material may he downgraded or declassified only 
by the original classifying authority, by a successor acting in the same 

[ capacity, or by a supervisory official of either. The successor or 
supervisory official need not be a classifying authority to downgrade or 
( declassify.] 
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CLASSIFIED NATIONAL SECURITY INFORMATION AND MATERIAL 



SECTION 1. 



1-2,2 Rasls for Clat« Ifylng Material 



[ iFor material to be considered for classification. It aust »eet ooc 
or »orc of the following criteria: 



1 (5) Scientific, technological or econoolc isattera relating to the 
national aecurity; 

1 (6) O.S. Covemaent programs for safeguarding nuclear aateriala 
or facilities; 

I (7) Other categories of information related to national security 

( as determined by the Attorney General, 

I and , unauthorized disclosure reasonably could be expected to cause 

I at least Identifiable damage to the national security*] 

1-2.3 Categories (Levels) of Classification 

(1) There are three categories or levels of classification: "Top 

Secret," "Secret" and "Confidential," 

f ((a) "Top Secret" Is restricted to material, the unauthorized 
disclosure of which reasonably could be expected to cause exceptionally grave 
damage to the national security. 

1 (b) "Secret" may only be applied to material, the . 

unauthorized disclosure of which reasonably could be expected to cause serious 
damage to the national security. 

! • (c) "Confidential" shall be applied to material, the 
unauthorized disclosure of which reasonably could be expecte^ to cause 
Identifiable damage to the national aecurity. 

1 (2) If there la doubt as to which category is to be applied or If 
the material should be classified at all, the least restrictive category shall 
be applied or the material should not be classified.] 



I 

I 

I 

I 



(1) Foreign government Information; 

(2) Intelligence activities, sources or methods; 

(3) Foreign relations or foreign activities of the United States; 
(A) Military plans, weapons or operations; 
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I 1-2. A [ Duration of Classification 

I 1-2. A. 1 General Duration 

t At the tlwe of original classification, a date for autoMtlc 

[ declassification shall be set no nore than six years later. This duration 
[ applies to all categories (levels) of classification. 

I 1-2.A.2 Extension of Classification Beyond Six Tears 

Classification of naterlal nay be extended beyond six years by a 
classification authority If, at the tl«e of orlglwl classification, the 
authority believes that the original reason for classification will continue 
to exist beyond six years. The authority may then extend classification up to 
20 years from the tine of original classification for U*Sa Infor^tlon and up 
to 30 years for foreign Inforroatlonp provided the Identity of the authority 
extending classification Is shown and the reason Is stated on the material in 
narrative form or by reference to a regulation which states the In 

order to comply with the above, narrative reasons are set forth mIow for 
extending classification beyond six years, together with the reference to a 
regulation* to be used on the aaterlal: 



(1) Foreign government Information. The foreign govenimcnt from 
which this Information was received did not set a date for its declassifica- 
tion and, therefore, classification Is extended for WP to ^ 
flcatlon prior to that time could damage the confidential relationship which 
now exists with this foreign government and result in a decrease in coopera- 
tion and a curtailment of the free exchange of Information. 



Reference: FCIM. II, 1-2. 4. 2 (1). 

(2) Intelligence activities, sources and methods. It is 

anticipated that the activities, sources and methods will continue to warrant 
protection beyond six years and since no specific date is predictable when 
protection will not be warranted, classification Is extended up to 20 years* 
Declassification prior to that time could Inhibit ongoing collection or 
Intelligence Information, jeopardize identities of sensitive sources and 
expose valuable methods of gathering intelligence data to the detriment of our 
counterintelligence mission. ^ 

Reference: FCIM, II, 1-2.4. 2 (2). 

(3) Foreign relations or foreign activities of the United States. 
The foreign relations and/or foreign activities of the United States are 
expected to continue beyond six years *nd to continue to 

for .n undetermined period of time up to 20 years. 

that tine could adversely affect United States foreign dlplo.atlc p^Icles, 
Inhibit necessary diplomatic Intercourse and constrain cooperation ^th 
foreign agencies and Individuals relied upon for assistance In these types of 
utters. 



I 



Reference; *CIM, 11, 1-2. A, 2 (3).l 
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I 1-2. 4. 3 [20-Tear-01d Material 



Within 180 days after Decenber I, 1978, the Attorney General will 
Issue (ul<)ellnes concerning the continued classification, declasalflcatlon or 
review for declaaslflcatlon of classified Inforwatlon which Is wore than 20 
years old.l 

1-2. 4. 4 Internal Docuaents Prior to 1974 

Prior to 1974, classification warklngs were not Included on 
classifiable Internal FBI docuoents. All such docuaents, when to 

dl8cloBure» must be reviewed and appropriately marked for classizicationo 

1-2*5 Classification Markings 

1(1) All classifiable material must be marked showing the level of 
classification assigned ("Top Secret," "Secret" or "Confidential ), the 
identity of the classifying authority (credential number), date of classifica- 
tion if different from the date of the document, and a date for declassifica- 
tion if %#lthin six years of original classification. If classification la 
extended beyond six years, the material must also be marked ^Ith the identity 
of the classifying authority who extended the classification. If different 
than the original classifying authority, the reason for extension and the date 
for declassification (or review) between elx and 20 years (30 years tor 
foreign governsent Information). 

(a) Example - Less than Six Tears; 

(Level ot Classification) 

Classified by (credential number) 

Date of Declassificatio n (August la, l^BZl 



(b) Example - Between Six and 30 Tears for 
Forelen Government Information: 

— (Level ornasslficatlolTJ 

Classified and Extended b y (credential n^ber) 

Reason for Extension FCIM. II. 1-2. 4. Z j 7^ . 

Date of Review for Declassificatio n (December 1, 2008) 



(c) 



Example - Between Six sod 20 Tears for ^ 

O.S. Information: | 

(Level of Cla'Mif Icatlon) , . , , ^ . 

Classified and Extended b y 

FCIH, 11, 1-2.4.2TZJ 



Reason for Extension 
Date of Review for Declassification 



(December 1, 1998) 



r (2) When classified material consists of two or »re Items of 
I Information which bear different classification levels or declassification 
I dates, the following guidelines apply: 



(a) Material containing different levels of classified 
Information aust be classified at the level of the highest classified 
component. 
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[ (b) Material cootalnlng different declassification datea 

I aust be marked with the most distant declassification date.J 



(3) When aaterlal Is classified solely because of other agency 
data. It must be appropriately narked to correspond with the other agency's 
markings. 

(A) When classified material is downgraded, upgraded or 
declassified, a line will be drawn through the previous level of classifica- 
tion and related markings, and the new level, along with "upgraded,* 
"downgraded" or "declassified," noted adjacent thereto together with the 
date and credential number of the declassifier or classification authority, 
whichever is appropriate. 



1*2.5.1 Harking of Separate Documents 



FBI reports have two parts, the cover pages and the report itself. 
For classification purposes, each part must be considered separately and 
appropriately marked. There will be instances where the cover pages are 
classified but not the report and vice versa. Each part must indicate the 
I level of classification, identity of the classifying off icer, [declassification 
[ date,]etc. Similarly, a transmittal document such as a cover letter/airtel to 
an LHM, a form letter or a routing slip must be considered separately and 
marked accordingly. Transmittal documents must carry a notation as to the 
highest classification level of information enclosed, e.g.,: "Confidential 

Material Attached." 

1*2. 5.2 Marking Separate Paragraphs 

Whenever portions of classified material require different levels 
classification, i.e. , multiple classifications, or a portion requires no 
classification, then each paragraph must be marked to show its classification 
that it is unclassified. In marking individual paragraphs, the appropriate 
marking ("Top Secret," "Secret," "Confidential" or "Unclassified") ahoold be 
typed in parentheses immediately following the paragraph in question. 
Abbreviations may be used (TS, S, C or U). When a lengthy report or other 
document contains only one or two paragraphs %fhich differ from the classifica- 
tion of other material in the documents, an Introductory statement may be 
Included to the effect that all the information in the documept Is classified 
in a particular category except as otherwise shown, or all information in the 
document is unclassified except as otherwise shown. Thereafter, only those 
paragraphs which differ from the Introductory statement need be individually 
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I 1-2. 5. 3 [Marking Docuwentt and Teletypes 

All documents must be marVed vith the clssslflcstlon 
top snd bottom of: the front cover* If any; the title page, If any; the flMt 

page; the last page; the reverse side of the last page or cover. In additloa, 
each Interior page must be marked at the top and bottom with either the 
highest level of classification of material on that page or accordl^ to the ^ 
highest overall level of classification of the entire docent. Teletypes are 
an exception and are marked with the classification level ( UNOAS or 
•UNCLAS EFT 0," If unclassified) preceding the text on the first page and 
at the top of each succeeding page. Also, for teletypes, the required 
classification and extension data as set forth In 1-2.5 may be abbreviated 
"CAE (Credential #), Reason (I, 2, or 3) DRD (date). J 



c 




t. 



280 

ntiim 



UNCLASSIFIED 

FCIM 



.1 



rZ>4£»4»>-C0>78) 



( 



(i 




FEDERAL RUREAU OF INVESTICATiON 
FOlPA DELETED PACE tMFORMATION SHEET 



xxxm 

yxxm 

xxxxxx 




PacF(i) withheld entiiely at this location in the file. One or sore of the follo*inc aUteiseDta, wfaere 
indicated, explain this deletion. 






leted under exenpt)on(ft) 

oaleritl aviilable for releate to 3fou. 






with DO BegregMt 



O Information pertained only to a third party with no reference to you or the aubjecl of your requeaL 

O Information pertained only to a third party. Your name is lialed in the title only. 

D Documenl(fr) originating with the following government agencyfiea) 

waa/were forwarded to them for direct reaponae to you. 



Page(a) referred for consulation to the following government agencyties); ■ ■ _ 

D6 the information originated with them. You will 

be advised of availability upon return of the material to the FBI. 



PageCa) withheld for the following reaaon(a): 



O For your information: 



tdr^^^The following number Ja to be used for reference regarding these pages: 







xxxxxxxxxxxxxxxxxxx 
A DBLRTEO PAGE(S) ^ 
J NO DUPUCATIO.S- FEE $ 
X FOR THIS PAGE X 
XX’XXXXXX'XXXXXXXX'XX'X 



XXXXXX 

xxxxxx 

XXXXXX 



r.i'DOj 



PART II 



ONCLASSinEO 





SECTION 1. CLASSIFIED NATIONAL SECURITT INFORMATION AND MATERIAL 




ACCESS TO CLASSIFIED INFORMATION BY INDIVIDUALS HAVING OFFICIAL 



1-5 



STORAGF. OF CLASSIFIED MATERIAL 




ft 1-5.1 



Storage of “Top Secret" Material ] 



The Code of Federal Regulations requires "Top Secret* material be 
stored in a safe, safe-type steel container having a bullt-ln thre e-posltlo n 

dial -type com b inatio n lock, a vault or vault-l lVe ro onL. 





I [1-5.2 ^ Storage of "Secret" and "Confidential* Katerial ] 








Whenever 'Secret* and ’Confidential* uterlal Is^not under the 
direct supervision of authorized persons, whether during or outside regular 
working hours. It must be stored V^.fpec|flc„ ty pes of ctblaeffi srrnrd^lrig^;^ , 
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OSSIFIED NATIONAL SECURITY D»FOk/iATION AND MATERIAL 



Inforutlon elastifled under Executive Order 10501 (prior to 
June, 1972) vill ordinarily bear ■ group category governing its declasaiflca- 
tlon. FBI data classified under Executive Order 10501 carried Croup 1 la 
■11 instances «nd, therefore, if such inforaation Is being included la ■ 
newly-prepared docuaent. It should be exempted froa the General Declassifies— 
tloo Schedule. 
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1-7.4 



Between Field Offices and/or Resident Agencies. Outside Agencies 
and FBIHQ 



TRANSMITTAL OF CLASSIFIED MATERIAL 
Within Field Offices 



Arsed Forces Courier Service (ARFCOS); FBI Courier 



EXECUTIVE ORDER 10501— MATERIAL TO BE CLASSIFIED 



Wrapping Classified Material 
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ATOMIC ENERGY MATERIAL MARKINGS 




Restricted Data are used In connection with atomic energy-type material. 

Bust be included when such classified material is set forth 
in FBI-originated documents. 

<• -Ill Ill'Ll I /'I'll X" U Ml II I I... 






SPECIAL CONTROL MARKINGS FOR SENSITIVE INTELLIGENCE SOURCES 



And METHODS AND FOR FOREIGN INTELLIGENCE MATERIAL 
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UNAUTHORIZED DISCLOSURE OF CLASSIFIED INFORMATION 



Department of Justice regulations which implement Executive 
Order 11652 provide for disciplinary action for employees who violate 
provisions of the Executive Order and stringent administrative action 
■ay be taken against any employee determined to have been knowingly responsi- 
ble for unauthorized disclosure of classified national security material. 
Whenever a violation of criminal statutes may be involved, prosecution 
■ay also be instituted* , . 
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3-1 



LIST OF VISAS 




SYMBOL 

A-1 

A-2 

A-3 

B-1 

B-2 

C-1 

C-2 

C-3 

D 

E-1 

E-2 

F-1 

F-2 

I 

C-1 

C-2 

C-3 



Axfibdssddor, public Dlnlstcr, CArecr diplomatic or 
consular officer » and members of immediate family 

Other foreign government official or employee, and 
members of immediate family 

Attendant, servant, or personal employee of A-1 and 
A-2 classes, and members of immediate family 

Temporary visitor for business 

Temporary visitor for pleasure 

Alien in transit 

Alien in transit to United Nations Headquarters 
District under 11 (3). (4), or (5) of the Headquarters 
Agreement 

Foreign government official, members of immediate 
family, attendant, servant, or personal employee. In 
transit 

Crewman (seaman or airman) 

Treaty trader, spouse and children ^ 

Treaty investor, spouse and children 
Student 

Spouse or child of student 

Principal resident representative of recognized foreign 
member government to international organization, his 
staff, and members of immediate family 

Other representative of recognized foreign member 
government to international organization, and members 
of immediate family 

Representative of nonrecognized or nonmember foreign 
government to international organization, and members 
of iimnediate family 
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G-4 

G-S 

H-l 

H-2 

H-3 

1 

J-1 

J-2 





VISAS ISSUED BY STATE DEPARTMENT 
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CLASS 

International organiratlon officer or employee, and 
members of Immediate family 

Attendant, servant, or personal employee of G-1, G-2, 
G-3, and G-4 classes, and members of Inmediate family 

Temporary worker of distinguished merit and ability 

Temporary worker performing services unavailable In 
the United States 

Industrial trainee 

Representative of foreign information media, spouse 
and children 

Exchange visitor 

Spouse or child of exchange visitor 



* 



294 

3/31/78 



ONCLASSIFXED 

FCIM 



APPENDIX X 






C 





foreign intelligence collection and foreign counterintelligence investigations 
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I. DEFINITIONS 

A. FOREIGN POWER: Includes foreign governments, factions, ^rtles, 

■llitary forces, or agencies or Instrumentalities of such 
entitles, whether of not recognized by the United States, or 
foreign-based terrorist groups. (Unclassified) 

B. The determination that activities are PURSUANT TO THE DIRECTION OT 
• foreign power is based on the following factors: 

1. control, leadership or policy direction by a foreign power; 

2. financial or material support by a foreign power; 










participation in leadership, assignments, or discipline by a 
foreign power. (Unclassified) 



FOREIGN INTELLIGENCE: Information concerning the capabilities, 

intentions and activities of any foreign power relevant to the 
national security or to the conduct of foreign affairs of the 
United States. (Unclassified) 

FOREIGN COUNTERINTELLIGENCE: Investigative operations conducted 

within the United States to protect the national security from 
activities of foreign Intelligence services, or to prevent terror- 
fat activities undertaken pursuant to the direction of a foreign 
power. (Unclassified) 



F. 

G. 



FOREIGN INTELLIGENCE OFFICER; An Individual who Is a menber of a 
foreign Intelligence service. (Unclassified) 

FOREIGN INTELLIGENCE AGENT: An individual, not an officer of « 

intelligence service, engaged in clandestine lnt;(elllgence activi- 
ties pursuant to the direction of a foreign power. (Unclassified! 




■s?: 



TARGET: An individual or organization which is, or is likely to 

become, the object of a recruitment effort by a foreign Intelli- 
gence service, or by terrorists acting pursuant to the direction 
of a foreign power; or information, property, or act^ltles In the 
United States which are or are likely to become the object of 
intelligence activity by a foreign intelligence service, or tte 
object of activity by terrorists acting pursuant to the direction 
of a foreign power, (Unclassified) 
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K« FOREIGN VISITORS: Foreign nationals In the United States who are ^ 

not resident aliens of the Onlted States. (Unclassified) 

L. TERRORIST ACTIVITIES: Criminal acts of violence dangerous to 

human life. Intended to Intimidate, coerce, demoralise or 
Influence government or civil population. (Unclassified) 

M. FOREIGN TERRORIST: One who engages In terrorist activities 

pursuant to the direction of a foreign jwwer. (Unclassified) 

11, FBI RESPONSIBILITIES 

In fulfilling its foreign intelligence and foreign counterintelligence 
responsibilities the FBI Is, under standards and procedures authorised In 
these guidelines, authorised tot 

A. Detect and prevent espionage, sabotage, and other clandestine 
Intelligence activities, by or pursuant to the direction of 
foreign powers through such lawful foreign counterintelligence 
operations within the United States and Its territories. Including 
electronic surveillances, as are necessary or useful for such 
purposes. (Unclassified) 

B. Conduct within the United States and Its territories, when 
requested by officials of the Intelligence Community designated by 
the President, those lawful activities, including electronic 
surveillance, authorized by the President and specifically 
approved by the Attorney General, to be undertaken In support of 
foreign Intelligence collection requirements of other Intelli- 
gence agencies. (Unclassified) 

C. Collect foreign Intelligence by lawful means within the United 
States and Its territories, %»hen requested by officials of the 
Intelligence Community designated by the President to make such 
requests. (Unclassified) 

D. Disseminate, as appropriate, foreign Intelligence and foreign 
counterintelligence Information which It acquires to appropriate 
Federal agencies, to Sute and local law enforcement agencies, and 
Co cooperating foreign governments. (Unclassified) 

E. Detect and prevent terrorist activities conducted pursuant to the 
direction of a foreign power. (Unclassified) 

F. Coordinate all foreign counterintelligence efforts In the United 
States. (Unclassified) 

C. Request other agencies of the U.S, Covemmcnt to conduct, request 
agencies of foreign governments to conduct, or with the concur- 
rence of the Director of Central Intelligence conduct Investiga- 
tions outside the U.S. In connection with matters within the 
investigative Jurisdictioo of the FBI# (Unclassified) 
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H. 



Conduct certain Investigations within the United States based upon 
the request of law enforcement, intelligence or security agencies 
of foreign governments* (Unclassified) 
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INVESTIGATIONS FOR FOREIGN COVERKHEOTS • 

A. Requests for FBI investigations irlthin the United States, on 

behalf of a law enforcement, intelligence or security agency of a 
foreign government, shall identify the information sought and 
specify the purposes of the investigation* (Unclassified) 



Whenever a request from a lav enforcement, intelligence or 
security agency of a foreign government raises a question of the 
propriety of the FBI providing assistance, the Bureau shall refer 
the matter to the Department of Justice before undertaking to 
provide inforiBatioo or assistance* (Unclassified) 

Foreign counterintelligence investigations undertaken upon request 
of a lav enforcement, intelligence or security agency of a foreig;n 
government shall be conducted in accordance with guidelines 
relating to foreign counterintelligence investigations conducted - 
la the U*S* (Unclassified) 



* DOJ approval also required* 
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?I. rOREIGN INTELLIGENCE ^ 

The role of the FBI In collecting foreign Intelligence Information Is 
United as follows: 
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A* Requests for Collection of Information 



















(Con£^oent 



1. The FBI nay collect supplementary Information to clarify or 
complete foreign Intelligence Information previously dissem- 
inated to the Intelligence community, and nay collect Infor- 
mation In response to requirements of topical Interest fron 
the [National Foreign Intelligence Board (NFlB),Jor Its suc- 
cessor. directed to the Intelligence Community. 

(UncUsslfled) 

2. Collection of Information to clarify or complete foreign 
Intelligence previously furnished, and In response to[NFIB] 
requirements, shall be conducted only upon a request, made 
or confirmed In writing, by an appropriate member of the 
Intelligence Community. Copies of such requests shall be 
provided to the Department. (Unclasslf led) 



Collecting Foreign Intelligence Information 



1. The FBI may collect foreign Intelligence Inforaatlon for 

agencies In the O.S. Intelligence Community. (Dnclasslfled) 
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2* Foreign Intelligence Information shall he collected only oi>oa 
the request, made or confirmed In writing, by an appropriate 
* official of the O.S. Intelligence Community designated by Che 
President. The requesting official shall certify that the 
Infornatlon sought Is foreign intelligence Information 
relevant to the mission of the requesting agency, and the 
request shall set forth the reasons why the FBI Is being 

asked to conduct the investigation. (Onclasslfled) 

% 



3. Foreign Intelligence Information shall be collected only with 
the express approval of the Attorney General or his designee. 

(Unclassified) 




•1. The FBI nay, upon request, provide operational support to 
agencies In the Intelligence Community. (Unclassified) 



2. Requests for operational support to the authorised mission of 
U.S. Intelligence agencies shall be made or confirmed In 
writing, by an appropriate official of the U.S. Intelligence 
Community designated by the President. The requesting 
official shall describe the support required; the reasons 
why the FBI Is being requested to furnish such assistance; 
and shall also certify that such assistance Is relevant to 
the mission of the requesting Intelllgency agency. 

^ (Unclassified) 

3. Operational support to U.S. Intelligence sgencles shall be 
undertaken only with the approval of the Attorney General or 
his designee. (Unclassified) 

4. In collecting, or assisting other agencies to collect, 
foreign Intelligence Information by the use of Extraordinary 
Techniques as defined In these guidelines, the FBI shall 
follow the standards as provided In these guidelines. 

(Unclassified) 

VII. EXTRAORDINARY TECHNIQUES 

(To fulfill Its responsibilities as set forth In section 11 of 
these guidelines g the FBI *ay employ the following Extrsordlnary 
Techniques when their use is authorised by the President or by statute 
end approved In accordance with the procedures snd standards set forth 
In this part. (Unclassified) 
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Procedures to be followed shall be reasonably designed to 
■inlnlze the acquisition of Information not relating to 
foreign Intelligence or counterintelligence. (Dnclasslfled) 
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5, The request for use of electronic surveillance swst be mde 
In writing by a Presidential appointee, and swat certify that 
the InforoBtloo sought cannot feasibly be cbtalned by other 
Investigative techniques, (Dnclaaslfled) 

6. If physical Intrusion la Involved In the use of electronic , k 
surveillance, the Attorney General sust satisfy himself ttat 
the sdnlmua physical intrusion necessary tO obtain the Infor- • 
BBtlon sought will be used. (Unclassified) 

Physical Searches 

The following procedures apply to physical searches and seizures 
of property or premises in connection with the gathering of 
foreign counterintelligence or foreign Intelligence Information or 
Infornatlon concerning international terrorism. They do not apply 
to oeBTches for the purpose of plscing electronic survellLsoce 
devices or conducting surveys In connection therewith; or to the 
receipt by the FBI of Information, property or materials furnished 
by an Individual acting on his own Initiative, without direction 
or request by the FBI, regardless of the Banner of acquisition. 

(Unclassified) 




e* “FBI assets* means those persons, other than FBI employees, 
who cooperate with the FBI In a confidential relationship la 
the gathering of foreign Intelligence or foreign counter- 
intelligence Information or Information concerning Ihter- _ 
national terrorism. (Unclassified) 
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d. "Physical search" oeans aay unconsented physical intrusion 
into premises or property (including examination of the 
interior of property by technical Deans) or any selzurep re- 
production or alteration of informatloDi siaterlal or 
property* (Unclassified) 



"Interna tlonal terrorism* refers to international terrorist 
activities as defined in Executive Order 12036* 

(Unclassified) 
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c* Searches authorlied In this section shall be directed 

solely for the purpose of obtaining significant Inforaa- 
tlon relevant to foreign Intelligence, 

Intelligence or International terrorism. (Unc lass If led} 
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a* A search or seizure uiuler this part vhlch would other- 
wise require the prior written approval of the Attorney 
General say he approved orally by the Attorney General 
If the circumstances Indicate that the opportunity to 
search or seize wuld be lost In the time necessary to 
prepare written approval but the approval shall be 
reduced to trrltlng as soon as possible and shall set 
forth the exigent circumstances Justifying ora-1 

approval. (Unclassified) 

b. A search or seizure under this part which would other- 
wise require the prior approval of the Attorney General 
sey be undertaVen In exigent circumstances without such 
approval under the following circumstances 

1. the FBI has determined that all of the conditions 
necessary to Justify the search under this part 
(other than Attorney General approval) have been 
■et; 

11. the FBI has determined that the opportunity to 

acquire the Information will be lost In the time 
necessary to obtain even oral approval of the 
Attorney General; and 

111. the FBI reports the Information regarding the 

search or seizure to the Attorney General within 
2A hours together wljth an explanation of the 
exigent circumstances Justifying the search. 

(Unclassified) 

I 

8. Minimization of Information Concerning United States Persons 

ygX or employees who undertaVe searches and seizures 

In accordance with this pert shall direct their activities 
only at the gathering of Information concerning foreign In- 
telligence, foreign counterintelligence or International 
terrorism. No Information relating to U.S. persons which Is 
Incidentally acquired In the course of such searches shall be 
retained or Indexed by the FBI unless It relates to the 
counterintelligence or law enforcement responsibilities or 
the FBI, concerns employees or assets of the FBI, or con- 
stitutes Inforoatlon which may be disseminated pursuant to 
guidelines governing the dissemination of Information me- ^ 
qulred by the use of extraordinary techniques. 

^ (Unclassified) 
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which Bight Intrude on privacy or 



New technical devices, wn*cn >i.£ii«. aii>.i.u'>«^ w- 
Otherwise violate provlsloQS of these guidelines shall 
not be used without the express written suthorltatlon of 
the Attorney Cenersl* (Unclassified)! 
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Reports oo all foreign Intelligence Information collection 
and all counterintelligence investigations shall be *maln* 
talned at FBI Headquarters, and shall be available for revleif 
by Department officials specially designated by the Attorney 
General* (Unclassified) 




1 . To Insure the security of foreign Intelligence collection and 
counterintelligence Investigations, the Department of Justice 
shall conduct reviews of FBI reports in a physically secure 
area at FBI Headquarters* (Unclassified) 
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Pis semi nation 

[The following provisions govern dlssealnatlon of Infornatlon 
^obtained during foreign Intelligence collection and 
Ugence Investigations other t^n Inforwtloo obtained by the use 
of extraordinary techniques# (Unclassliled/ J 

Other Fede ral Authorities 

1 # 



Local Government Authorities 



Foreign Governaents 



•1- 





APPE3n)lX I ‘ 



UNCLASSIPIEO 



ic. 





Plsseniinatlon of Information Obtained by Extraordinary Technique* 

The following restrictions ere designed to prevent unnecesssry 
dlsseolnstlon of Inforaatlon scqulred by extrsordlnsry techniqueSt 
pertlculsrly where the Information Identifies or permits Identi- 
fication of United States persons. */ Certain specific needs to 
receive Infornatlofi fro* the FBI ere identified in these guide* 
lines. The FBI should sscertain other needs of agencies receiving 
foreign Intelligence or counterintelligence Information cn m 
regular basis and should disseminate only that information which 
appears relevant to the official responsibilities of the agency 
receiving It. Receiving agencies should be Instructed that no 
dissemination Is to be made outside that agency without the 
consent of the FBI. (Unclassified) 



Where dissemination requires’ approval of the Director of the FBI 
or his designee, approval may be given only by supervisory 
officers at FBI Headquarters, designated In writing by the 
Director. (Unclassified) 



These guidelines do not restrict dissemination of Information by 
the FBI, Including Identifying Information, when necessary to the 
conduct of Investigations within Its Jurisdiction. (Unclassified) 





Dissemination for foreign Intelligence purposes 



■»7 As used herein, "United Sutes person" means an Individual who Is 
~ a eltleen of the United States or an alien admitted for permanent^ 
residence. 
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8. Protection of Life, Property and Sensitive Inforaatioo 



The FBI oaj disaeninate to another federal agencj 
inforcaation relating to actlvitj directed at Ita 
personnel, premises or property when the activity may • 
involve injury to persons, substantial damage to pre* 
mises, property or material, or the loss or compromise 
of rational security or important foreign policy iafor* 
SBtion* The dissemination of such information may 
identify United Sutes persons when necessary to protect 
against such activity* (Unclassified) 

b. The FBI fey disseminate to a federal, state or local 
agency information relating to activity directed at 
officials of the United States, a foreign government or 
an international organisation when the activity may 
result in injury to persons the receiving agency has an 
obligation to protect* The dissemination of such inf or-* 
■Btion my identify United States persons when necessary 
to protect against such activity* (Unclassified) 

c* Nothing in these provisions limits the authority of the 
FBI to inform individuals whose safety or property la 
directly threatened by planned violence or conduct 
dangerous to human life, so that they may take appro- 
priate protective safeguards* In so informing such 
individuals, no identification of United States persons 
shall be provided unless identification appears 
necessary to insure safety* (Unclassified) 



D* Records for dissemination 




The FBI shall mlntain records to the extent required by law, of 
all disseminations made outside the Department of Justice, of 
information obtained during foreign intelligence collection and 
counterintelligence investigations* (Unclassified)] 
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Utle 3 — The President 

SxccvtHc Drier Ittti • 



JtmuMTj 24, im 



By virtue oT the eulhority vestei ia m by the Cocistiru6oci aixl itjrutet of 
the United Sum oT America inctudinf the NaiionaJ Security Act of 1947, as 
amended, and at Pmideni of the Uni>*ed Suies of America, m order to p^vide 
ibe the organization and control ofUniied Stain foreign mleOigeDCt activitiet, k 
n hereby ordered as foUowt: 
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SECTION 1 

DiucnoN, Dimu aho RuroNstBiunu Wrm R^s»tcr to tbi National 
Intuuccncz Errorr* 

lot, Katiemai StrwrUj CaaaeiL 

l-IOI. f\irpeie. Thf NitionaJ Seturit)r CouncQ (NSC) wai nubUthed bj 
Ibe N»lk>n»l Security Aa of 1M7 lo »<*vi»e the PreiWent with mpeci to the 
Mttc{ntk>n of domnlk. foreifn. wxl Biilitary policiei relAting to the lutional 
Kcuriiy. The NSC ihaD »ci u the highett E*ecuiive Branch entity that providet 
irriew of. guMlance foe. ind direction lo ihe conduct of all national fomgn 
inielligmce and counicrintelligrTKr activitjet. 

1-102. C»««ua«i, The NSC PoUcy Review Committee and Special &>or- 
dination Committee, in accordance with procedure* e»iabliihed by the Astiftant 
lo the Pre*ident for National Security Affair*, ihill auiat in carrying out the 
NSC*« responsibilities in the foreign intelligence 6dd. 

1-2. S*5C Rrvinf Cemadam. 

1-201. Mfmhenhfi. The NSC Policy Review Committee (FRQ. when car- 
rying out mponsibilitiei assigned in this Order, shall be chaired by the Director 
of Central InieTIigmce and composed of the Vice Presideni, ihe Secreiary of 
State, Ihe Secretary of the Treasury, the Secretary of Defense, the Aiiisiant lo 
the President for National Security AfEairs, and the Chairman of the Joint Chiefs 
of Stair, or their designees, and other senior oflkiali, as appropriate. 

1-202. Duhfl The PRC shall: 

(a) Esublish retjuiremenls and priorities for national foreign intelligence; 

(b) Review the National Foreign InteUigmee Program and budget pro- 
posalt and report lo ihe President as lo whether ihe resource aDocationi for 
intelligence capabilities are responsive lo ihe intelligence requiretnenti of ihe 
m ember s of ihe NSC 

(c) Condua periodic reviews of national foreign intelligence producu, 
evaluate ihe quality of the intelligence product, develop poUcy guidance U> 
ensure quality inietligence and to meet changing intelligence requimnenti; and 

(d) Submit an annua) report on ki activuies to ihe NSC 

I-20S. Appfoli. Recommendations of the PRC on intelligence esatiers may 
be appealed to the President or ihe NSC by any member of PRC 

l-S. NSC Special Caordtaahan Cpmminae. 

I-SOI. Memhmhp The NSC Special Coordination Committee (SCQ ■ 
duired by ihe Aisistant lo ihe Presideni for National Seruriry AiTairi ax>d 
membership includes Che stacuiory members of the NSC and ocher senior 
ofliciali. as appropriate. 

1-302. S^fnal Acthiha. The SCC shall consider and submit lo che 
dent a policy recommendacion, including aD disjenii, on each special aclivicy. 
%Phen meeting for this purpose, the aaembers of the SCC shall indu^ the 
Secretary of Scale, the Secretary of Defense, the Allomey General, the Director 
of the OfTice of Management and Budget, the Aisistant to the President for 
National Security Affain, the CKaiiman of the Joint Chiefs of Staff, and the 
Direaor of Central Intelligence. 

1-303. Snaihvf Fmriin hUrOgmar CcOicdom Qpem/kmi. Under standards 
esubtished by the Presideni. proposals for sensitive foreign intelligence coUec- 
bon opentioni diall be reported to the Chairman by the Director of Central 
loieOigence for appropriate leview and approval. When meeting for the purpose 
of reviewing proposab for sensitive foreign iDtelligence coCeciioo opcraiiom. 
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the RMinbcn of ihe SCC fthaH iodude (he Scottaiy of Suit, the Secreurjr of 
Defense, (he Adomey Cenerml, (he AitUunt to ihc Pmidml for Nadocial 
Seruniy Affain. (he Dirrcior of Cent/iJ in(clligef>ct. mnd luch ocher Mtnbcn 
designated by (he Chairman (o emure proper cocuideration of (hese operatsoot. 

The see liuO develop polky with resped (o the 
conduct of counierinieUigeisce activities. When meeung for this purpose (he 
Rkemben of the SCC shall include the Secretary of State, (he Secretary of 
Defense, the Attorney General, the Durctor of the Offke of Management and 
Budget, the Aiiisiam to the President for National Security Affain. the Chair* 
man of (he Joint Chiefs of Staff, (he Director of Central ImetligcTKe. and the 
Director of the FBI. The SCC*s coumcrinteOigersce functions shaD inciude: 

(a) Developing sundards and doctrine foe the counterintelligence acthrida 
of the United States; 

(b) Resolving imei agency differences concerning implemeotacioo of enun- 
Icrintelligence policy; 

(c) Developing and monitoring guidelines consbient v^ith this Order for the 
maintenance of central record' of counierintcQigence informatioo; 

(d) Submittiiu; to the President an overall annual assesvmeni of the relative 
threat to Uniieil Sijtci inteicstv from intelligence and security services of 
foreign powers and Iron international lerroriit activities, induding an assesa- 
mem of the effectiveness of the United Suies counterinielligence activiues; and 

(e) Approving counterintelligence activiiies which, under such standards as 
BBjy be esublished by the Presidem, require SCC approval. 

1*305. ffe^iW Mrmbmkip. The SCC shall discharge the responsibiliues 
assigned by seaions 1-502 through 1-504 only after consideration in a meeting 
at which all designated members are present or, in unusual circuinsunces when 
any such member is unavailable, when a designated represenudve of the 
ovember attends. 

1-506. Additwnai Duha The SCC shall also: 

(a) Cornlua an annual r eview of ongoing special activities and sensitive 
national foreign intelligence collection operations and report (hereoo (o (be 
NSC: and 

(b) Carry out such ocher coordination and review activities as (he President « 
may direct. 

1-507. Appfoh. Any member of the SCC may appeal any decision (o (he 
President or (he NSC. 

1-4. S*MhoncI Forriin tnUth^ena Board 

t-401. Estahluhmeni and Duks. There b esublished a Naiiooaf^ Foreign 
Intelligence Board (NFIB) (o advise the Director of Central IntcQigmce coo- 
ceming: 

(a) Production, review, arvd coordinalioo of national foreign inieOigence; 

(b) The National Foreign InteUigence Progyam budget; 

Cc) Interagency eacKanges of foreign intelligence informatioci; 

(d) Arrangements with foreign govemmenu on inienigence mauen; 

<e) The protection of intelligence sources and methods; 

<0 Activiiies of commoo concern; and 

(g) Other mancTS referred to it by the Director of Central InidligeDce. 

1-402. Mmhmiup The NFIB shaD be chaired by the Director of Ccncral 
Intelligence and shall include ocher appropriate oflkers of the CIA. (he Office of 
(he Dtreci or of Central tnietligence, (i^ DeparUDeni of Sute, (he DepartiDcta of 
Defense, (he Department of Justice, (he Department of the Treasury, (he 
DepartmetM of Energy, (he Defense liMelligefvce Agency, the offices within (he 
Department of Defense for reconnaissarvee programs, the National Securicy 
Agency and the FBI. A represenuiive of the Assistant (o (he President for 
Natiovlil Security Affain may attend meelingi of (he NFIB as an observer. 
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I-40S. /EdiirvW mmJ Oi^iruerL Wbcn the NFTB mcrti for dte 

purpose of sectk>n 1-^1 (a), ii shall be composed solely of the senk>r incdb- 
gmct oITiccti of the deiigniied if mocs. The senior vit^ifence officers of the 
Army, Navy and Air Force may aticnd all Baeetinp of the NFIB as observcri. 

1*5. A'a/ieao/ /aXrQ^mcp TMikui£ Cndtr. 

1*501. EslaUuAmfnL There is etlabliihed t Naciona) Inielligence Taskmf 
Ceoier (NITC) under the direction, conirol and management of the Direeior of 
Centra] Intelligence for cx^ordinating and UsUng national foreign intelligence 
collection activities. The NITC shall be staffed jointly by civilian and military 
personnel indoding designated represenutives of the chieCi of each of the 
Department of Defense intelligence organirations engaged in national foreign 
intelligence activities. Other agencies within the InielLgence Community may 
also designate represenutivet. 

1-502. Reipomikhna The NFfC shaD be the central mechanisa by which 
the Director of Central Intdiigence: 

(a) Translates nationa] foreign mielligcnce requirements and priorities 
developed by the PRC into spedfic collection objectives and urgeu for the 
Intelligence Commurtity; 

(b) Assigns targets ar>d objectives to national foreign inteUigence coOectioa 
organizations and systems; 

<c) Ensures the timely dissemination and exploitation of data for national 
foreign intelligence purposes gathered by national foreign intelligence collec- 
tion meant, and ensures the mulling inicWgence Bow is routed immediately to 
relevant components and commands; 

(d) Provides advisory tasking concerning coHectiofi of national foreign 
inielligence to depanmenii and agervdes having irvTormacion collection capabil- 
ities or intelligence assets that are not a part of the National Foreign Intelligence 
Program. Panicular emphasis shall be placed on increasing (he contribution of 
departmenu or agencies to the collection of infonmatioa through overt means. 

1-503. Raclutwn Cet^hfti. The NTTC shall have (he authority to resolve 
conflias of priority. Any PRC member may appeal such a resolution to the PRC; 
per>ding the PRC's decision, (he tasking remains in effect. 

1-504. Transfer ef Auihorif) All res pofuibiL ties and authorities of the Direc* 
lor of Centra] IntelligerKe concerning the NTTC shall be transferred to the 
Secretary of Defense upon the express dirretioo of (he PmidrnL To maintain 
readiness for such transfer, the Secretary of Defense shall, with advande 
agreement of the Director of Central InteUigence. assume temporarily during 
regular practice eiercises all responsibilities and authorities of the Dinaor of 
Central Inielligmce concerning the NTTC. 

1^ Tlr XkrrrXof ^ Central Imielhgmea. 

1^01. Dutsa The Director of CcBinl InteUigmce shall be rrspooiable 
directly to (he NSC and, in addition to (he duties speciBed rlsewhere in this 
Order, shall: 

(a) Act as the primary adviser to the Pmident and the NSC on national 
loreign intelligence and provide the President and other offWiali in the Ea* 
rcutive Branch with natio^ fom'gn intelLgence; 

(b) Be the head of the CIA and of such staff elements as may be required Ibr 
discharg e of the Dirrctor'i Intelligence Community mponsibUitiet; 

(c) Act, in appropriate consulutioo with the depaAmenu and agencies, as 
Ihe IntelLgence Communiry's principal spokespersoo to the Corxgrcss, (he news 
media and the public, and EaciLuie the use of national foreign mieUigeisce* 
producu by the Congrru in a secure manner, 

(d) Develop, consistent with (he requirrmenti azKf priorities established by 
^ PRC, such objectives and guidance for the IntclLgcoce Community as wiD 
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cnhjmct capabSiiict for mpoodin^ to fulurt Dcrds lor moooiI 

Ibrhfn inirUi|ct>cr; 

(r) rroiTKHc the d^ck>pinenc and srutnimance of •ervirei of rommoa 
cooerm by drsifnjtrd forrign inieUigcncc orgaiuiationi oo bchilf of Cfae 
Inidligmcf Community; 

(f) Ensure implcmeniition of specii) Ktivitiet; 

(g) Formubie policirt concerrung intenigence irnLngrmcnli with fomgn 
govemmenii. md coordiruie inirlligence rrUikmihips ben^eeti ^encies of the 
Intelligence Community and the intdligence or iniemal lemrity tenrices of 
foreign govemmenti; 

(h) Condua a program to protect against overdassificitioo of fbrcifii 
intelligence information; 

(i) Ensure the establishment by the Intelligence Community ^ common 
•ecurity and access standards for managing and handling foreign inielLgenot 
aysiems, information and products; 

()) Partkipate in the development of procedures required to be approved by 
the Ailomey Genera! governing the conduct of intelligence acuviiiet; 

(k) Establish uniform criteria for the determination of relative prioriiiei for 
the transmission of nitical iiationa] foreign inielligervce. and advise the Secretary 
of Defense concerning the lommunicaiions requirements of the Intelligence 
Community for the transmission of such intelligence; 

(l) Provide appropriate intelligence to deparunenis and agencies oot within 
the Intelligence Community; and 

(m) Establish appropriate committees or other advisory groups to assist in 
the execution of the foregoing responsibilities. 

1-^2. Kctutnal Farr\{^ InuU^nut /Vegm* Bydgrt The Director of Central 
Intelligence shall, to the extent consistent with applicable law, have full and 
exclusive authority for approval of the National Foreign Intelligence Program 
budget submitted to the PYesideni. Pursuant to this authority: 

(a) The Director of Central Intelligence shall provide guidance for program 
and budget development to program marugrn ar>d heads of component 
activities and to dcpanmeni and ager»cy heads; 

(b) The heads of departments and agencies involved in the National Foreign 
Intelligence Program shall ensure timely development and submission lo 
Direnor of Central Intelligence of proposed lutiorul programs and budgeu in 
the formal desigruted by the Director of Central IntHIigencc, by the program 
snanagers and heads of component aciiviiiet, and shall also ensure that the 
Director of Centra] Intelligence is provided, in a timely and responsive manner, 
all information necessary to perform the Director’s program and budgeqrespois- 
■ibiliiies; 

(c) The Director of Central Intelligence ahall review and evaluate the 
national program and budget submitsioru and. with the advice of the NFIB and 
the departmenu and agencies concerned, devel^ the consolidated Nauonal 
Foreign Intelligence Program budget and present M IQ the President through the 
Office of Management and Budget; 

(d) The Director of Central Inielligence shall present and >sstify the 
National Foreign Inielligence Program budget to the Congress; 

fe) The heads of the depanmenia and agencies shall, in ronsuluiioo wkh 
the Director of Central Intelligence, esublish rates of obligatioo for appro- 
priaied funds; 

fl) The Director of Central Intelligence shall have fiiXI and exduriye 
■uth^ty for reprogramming National Foreign Intelligence Program fundi, m 
accord with guidelines established by the Office oTMarugemeni and Budgeu bs« 
•hall do so onl) after consultatioo the head of the depamneni aflected and 
appropriate consultation with the Congress; 
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(g) Thf rfep»riflKnU utd tgendct may app^ •«> Prctideni dcosioiu by 
Ibr Diirciof of Cmual Inirlligmce on budget of reprogramniinf maum of the 
Naborul Fornpn InceDigmee Program. 

(b) The Dirretor of Cemral InieOigmce shall looniior Naiioful Foreign 
InieDigenee Program unplraenuiioo and may conduci program and perfor* 
manre audiu and rvaluations. « 

I-M3. RnpomsihiLtj Fm K^tional Fprript ImieUx^na. The Director of Central 
Inielltgence shall have full rrtponiibility for production and dis semination of 
national foreign intelligence and have authority to levy analytic laiki on 
departmental intelligence production organiiationi, in consultation with those 
organizations. In doing so. the Dirccior of Central Intelligence shall ensure that 
diverse points of view are considered fully and that difTcrences of judgment 
within the Intelligence Cqpimunity are biwghi to the aitention of national 
policymakers. 

1-604. IVpirrfiesa/Seurm. AfrfJbd&aW/VpothfTfs The ^ 

Intelligence shall ensure that programs are developed which protect intelligence 
sources, methods and analytical procedurei, provided that this responsibility 
shall be limited within the United Suies lo: 

(a) Using bwful means lo protect against disclosure by present or fonner 
employees of the CIA or the Office of the Director of CeniraJ Intelligence, or by 
persons or organizations presently or formeHy under contract with such entities; 
and 

(b) Providing poUc 7 . guidance and technical assistance to d^anments arsd 
agencies regarding protection of intelligence information, including inTormaiioa 
that may reveal inielltgence sources and methods. 

1-605. Rapomihdktj tf Exteufive Bmtk Aimcia. The heads of aO Eaecutive 
Branch depanments and agencies shall, in accordance with law ar>d lelevanl 
Aliomey General procedures, give the Director of Centra] InteUigence access to 
all information relevant to the national inieliigerKe needs of the United States 
and shall give due consideration lo requests from the Director of Central 
Inidligencf for appropriate support for CIA activities. 

1-606. Anas lo CiA The Director of Central Intelligence, shall, 

in accordaiKe with law and relevant Attorney General procedures, give the 
beads of the departments and agencies access to all intelligence, developed by 
the CIA or the iiafT elements of the Office of the Director of Central Intelli- 
gence, relevant to the nationa) inielligence needs of the depamnenu and 
agencies. 

1-7. Smiof OffiriaL Mr fnitOiima Cemmansf). The senior officials of each ^ 
ihe agencies within the Intelligence Community shall: 

1-701. Ensure that all activities of ihetr agencies are carried out m 
accordance with applicable law. 

1-702. Make use of the capabilities of other agencies vrilhio the InteQi- 
gence Community in order to achieve efficiency and mutual assistance; 

1-703. Contribute in their areas of responsibility to Ihe national forcifn 
inielligence producu; 

1-704. Establish miemal policies arsd guidelines governing employee 
conduct and ensure that such art made known to each employee; 

1-705. Provide for strong, irtdependent. intemal means to identify, in- 
ipect. and repon on unlawfiJ or improper activity; 

1-706. Repon to the Aiiomey General evidence of possible viobtioos of 
federal criminal bw by an employee of their depanment or agency, and report 
lo the Aliomey General evidence of possible vi^tions by any ocher person of 
those federal criminal bws spedSed in guideliisa adopted by the Aliomey 
General; 
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1-707. In Mny cai^ involvwf mtious or cooiinuinf brr^dhct of lecuricy. 
rrrommctKf lo the Aiiomqr Conml iKu the case be refen cd to the FBI for 
further irwestipiion; 

1-708. Furnish (he Director of Central Inieflif ence, the PFC and (he SCC» 
in acTordance with applicable taw and Anomey General procedum, the iofar- 
viaiion required for the performance of (heir respective duties; 

1-709. Report to the InieDifence Oversifhi Board, and ieep the Director 
of Central Inielligence appropriaiefy mfonxMd, cooceming any inicfligencr 
•nisities of their orpnizations which raise quesbom oTIegality or propriety; 

1-710. Protect intelligence and intelligence sources and m^ods consistent 
with guidance from the Director of Central InteHigence and the NSC; 

1-71 1. Disseminate intelligence to cooperating foreign govemmenu under 
arrangements estaMished or agreed toby the Director of Central InteUigencc; 

1-712. Execute programs to protect against overciaisifkatioo of foreign 
inielligence; 

1-71 S. Instruct their employees to cooperate fuQy ariih the IntcSigenoe 
Oversifhi Board, and 

1-714. Ensure that the Inspectors General and General Counsel of (heir 
agencies have access to any information necessary to perform their duties 
assigned by (his Order. 

1-8. The Central Fhtetlifmcr Agmey AD duties and responsibiliues of the CIA shall 
be related lo the inirlligcrK’e functions set out below. As authorized fay the 
National Security Act of 1947, as amended, the CIA Act of 1949, ai amended, 
ar>d other laws, regulations and directives, the QA, under the direction of the 
NSC shall: 

1-801. CoDeci foreign tnirOigence, irKluding mformation no( otherwise 
obtainable, and develop, conduct, or provide support for technical and other 
programs which collect national foreign intelligence. The collection of informa- 
tion within the United Suies shall be coordinated with the FBI as required by 
procedures agreed upon by the Director of Central Intelligence mad (he 
Aitomey General; 

1-802. Produce and dtsseminaie foreign inielligence relating to the naciona] 
security, including foreign poliikal, economic, scientifk, lechnicaL military, 
geographic and sociological intelligence to meet the needs of the President, the 
NSC and other elements of the United States Government; 

1-80S. Collect, produce and disseminate intcUigersce on foreign aspects of 
narrocicB production and trafficking; 

1-804. Conduci counterinieUigence activities outside the United Suieqasid 
coordinate counterimelligence activities conducted outside the United States by 
other agencies within the Intelligence Comoninity; 

1-805. Without assuming or performmg any tniemal security B m etio os , 
conduci counterinielhgence aciivities within the UniTed States, but only io 
coordination wkh the FBI and fubjeci to the a pproval of the Auomey Ccstcral; 

1-806. Produce ar>d disseminate counterintelligence tmdies and reports; 

1-807. Coordinate the coDretion outside the United Suies of iafeihgencr . 
infocmation not otherwise obtainable; 

1-808. Conduct special actmtics approved by the President and cairy out 
•udt activities consistent with applicable bv; 

i-809. Conduci services if common c do ccid tor the laie&gence Com 
■nnry as directed by the NSC; 

1-810. Carry out or ronimct for rcsemrdt. deve l opment and p r ucu/ emcBC 
of lechrncal systems and devices rebdng to authorized functions; 

1-81 1. Proten the security of ks bistalbtioni, activities, information and 
personnel by appropriate means, mchxling such investigations of appficaaii. 
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cmptoyrc*. cooimton, and other penont wiih liinibr auodauoos wkh the CIA 
•s are necciMry; 

CondiKt lodi »dimfuiirauvc and irdmkaJ luppon activiuci within 
mx! outiidc the Uniifd Sum as are nemury lo p^onn ihc functioos 
dneribrd in ftrrtioni 1-801 through l-SIl above, induding procurromt and 
euential cover and proprieury arrangemetiu. 

I-81S. Provide and IcgiiUtive iervicef and other admirnttr^Uve 

•uppon lo the Office of the Director of Central InteUigence. 

1-9. TV Ofpcftmna tfSiaU. The Secretary of Suie ihall: 

1-901. Overtly conect foreign poliikaJ. aociolopcil. economic, acietidSc, 
lechnical. potitical-mOiufy and aiMxriaied biographic informaticn; 

1-902. Produce and diiieminaie forrign inielligence reUting to United 
Sum foreign policy as required for the execution of the Secretary *i mponsibi]- 
kies; 

1-903. Diiiemirutr, as appropriate, reporti received from United Sum 
diplomatic and consular posts abroad; 

1-904. Coordinate with the Director of Central Iniellige^ to ensure ^t 
naiiona] foreign intelligence activities are useful lo and consistent wkh United 
Suies foreign policy; 

1-905. Transmit reporting r^uiremenis of the InteUigence Cominurucy 
to the Chiefs of United Sutes Missions abroad; and 

1-906. Support Chiefs of Mission in discharging their sutuiory responsi- 
btliiies for direction and coordination of mission actisitiet. 

l-IO. TV Depcftmmt 0 / Ike Trrasurj. The Secretary of the Treasury shall: 

1-1001. Overtly coDect foreign financial and monetary information; 

1-1002. Partidpate %nih the Department of Suie in the overt coUeciioo of 
general foreign economic irJbnnaiion; 

1-iOOS. Produce and disseminate foreign mieHigersce relating 10 United 
Sutes economic policy as required for the execution of the Secretary’s responsi- 
bilities; and 

1-1004. Conduct, through the United Sutes Secret Service, activiiiet to 
determine the existence and capability of surveilla/Kc equipment being used 
against the Presideni of the United Sum. the Executive Oflke of the President, 
arsd. as authorized by the Secretary 6t the Treasury or the Presideni, other 
Secret Service protectees and Unii^ Sutes officials. No infocmaiioo shaD be 
acquired intentionally through such activities except to protect against such 
aurvetllanre. and those activiiies shaU be ccmduct^ pursuant to procedii^ 
a g r e ed upon by the Secretary of the Treasury and the Attorney Ccnnl. 

1-1 1. TV Departmnu ef O^enu. Tbe Secretary of Defense shall: 

1-1 101. CoIIen nitiooal foreign ioteliigence Mod be responsive 10 coOrc* 
lion usking by the NTTC; 

1-1102. CoUect, produce and disseinirvaie foreign miliury and miliury- 
related intelligence informatkm. including scientifre. lechnical, political, gec^ 
graphic and economic inTormaiion as required for executioo of the Secretary’s 
rtsponsibUities; 

1-1 103. Conduct programs and missions necessary lo fulHD national and 
tactical foreign intelligence requiremenu; 

1-1 104. Conduct countcrinieOigence activities in support of Depamneni of 
Defense componenu outside the United Sutes in coordinalion with the QA, 
and within the United Sum in coordination with the FBI pursuant 10 proce- 
dures agreed upon by the Secretary of Defense and the Aitomey Ceoeral, and 
produce and dissemirute counterintenigeoce studies and reporu; 
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l-l 105. Dirm. openie. conutil provK»c fixal tor ifae 

National Socuriiy A|mcy and for drfetae and nutiurr inirtllgence and national 
rtconiuiitancT entitirt; 

l-l 106 Conduct. «i iKc rxenitive igmi of the United Suiet Government, 
tipnali mient|ence and tomimniicaboni aecurify octiritiet, except i» otherviae 
directed by the NSC; 

l-l 107. Provide for the dmely iransnutiioci of crkkal biieHifence. m 
defined by the Director of Central IntMgcnct. within the United Sutea 
Covenunent; 

1-1108. Review budget dau and infomutioo on DepartiDeot of Defense 
prograrm within the National Foreign InieHigence Program and review bodgeii 
aubroiued by program marugen to the Director of Central InieQigence to 
ensure the appropriate reiaiionihip of the National Foreign InieQigence Pro- 
gram elemenu to the other elements of the Defense program; 

l-l 109. Monitor, evaluate and conduct perfonnance audiu of Departmea 
of Defense intelligence programs; 

l-l 1 10. Carry out or contract for research, development ar>d procurement 
of technical systemi and devices reUiing to authorised inieOigence functions; 

l-l 111. Together with the Director of Central Int^gence. ensure that 
there is no unrM^cessary overlap between national foreign inlefligence programs 
and Depanment of Defense intelligence programi and provide the Director of 
Central Intelligence alt information necessary for this purpose; 

1-1112. Protect the security of Department of Defense instanaiioni, acthri- 

lies, infonnaiion aivd personr>el by appropriate aaeans including such invesdjp- 
lion! of applicants, employees, coniracton and other persons with sim i l a r 
associations with the Department of Defense as are necessary; and 

l-l I IS. Conduct such administrative and technical support activities with- 
in and ouuide the United Stales as are necessary to perform the functiooi 
described in sections 1-1101 through 1-1112 above. 

1-12. imlfUtgmcr CorntpomnUi Vhhzs^ fy At Stcnlarj Defmst. In orrying ma the 
responsibilities assigned in sections l-l 101 through l-l 1 13, the Secretary of 
Defense is authorued to uciliie the fotlowinf. • 

1-1201. Defmu fnleihgma Agmr), whose lesponiibilitiei shall mchide: 

(a) Production or. through tasking and coordination, provision of 

and mtliury-rrbied intelligence for the Secretary of Defense, the Joint Chiefs 
of Staff, other Defense componenu. aiwl, as appropriate. noo-Defense agencies; 

(b) Provision of miliLary inieOigence for nacionaf foreign inieDigcpct prod- 
Mcu; 

(c) Coordination of aD Department of Defense inielligence coQectioti 
requirements for departmental needs; 

(d) Management of the Defense Attache system; and 

(e) Provision of foreign inieUigenct and rounterintenigmee staff soppon as 
directed by the Joint Chiefs of Staff. 

1-1202. Kafwmal Stnaif) Aimfy (NSA). whose responiibilitiei sh^ Wude: 

(a) Esublishmeni and operation of an effective unified orgyiiiaticm fer 
dgnali intelligence activities, except for the delegation of operational control 
over certain operaiioni that are conducted through other dements of the 
Intelligence Community. No ocher department or ager>cy may engage in stgnab 
snietligeTsce activities caerpt pursuant to i ddegaikm by the Secretary of 
Defense; 

(b) Control of signals inieUigcrsce coOection and processing actmoes. 
ioHuding assignment of resources to an appropriate agent for such periods and 
tasks as required for the direct support of mlliury commanders; 

(c) CoUection of signals intelligcTKe infonnation for national foreign inteffi- 
gence purposes ia accordance with tasking by the NTTC; 
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(d) rroccising of signili inirlligcivcc <bu for niciorul fortign iniclli|cnct 
piirpoM coniiicctii %nih lUndArds for uroclincu CfUblishrd by the Director of 
Cciuj^ Intelligence; 

(e) Ditiemination of tignili mielligence inTormation for national foreign 

iniHtigcnce purpoMn to authorized elemcnti of the Covemmenl. induding the 
■uliiary aeniret, in accordance with guidance from the NITC; ^ 

(0 Collection, processing, and diisemination of signals intelligence irifor- 
■union for counierimelligence purposes; 

(g) Provision of signals intelligence support for the coodiKt of military 
operations in accordance with tasking, pnoriiies and star>dards of timelineu 
assigned by the Secretary of Defense. If provision of such suppon r^uires use 
of national collection sysienii. these systems will be tasked within existing 
guidance from Jie Director of Central Intelligence; 

(h) Eseruting the responsibilities of the Secretary of Defense as eaecutive 
agent for the communications security of the United States Covemmenl; 

(i) Conduct of research and development to meet needs of the United States 
for signals inielligerKf and communications security; 

(j) Protection of the security of its installations, aaisiues. information and 
personnel by appropriate mearu induding such investigations of applicanu. 
employees, contractors and other persons with similar associations with the NSA 
as axe necestaiy; and 

(k) Prescribing, within iu field of authorized operations, security regubtions 
covering operating practices, including the iianimisiion. har>dling and distribu- 
Ckm of signals intelligence arsd communications security material within ar>d 
among the elements under control of the Director of the NSA. and exercising 
the necessary supervisory control to ensure compliance with the regulations. 

1*1203. Offita for tkt follfTton of ipenahir^ wuUt£mfe tMron(h rtconMoiuana 
program, whose responiibilities shall tndude: 

(a) Carrying out consolidated reconnaissance programs for specialized 
inicfligence; 

(b) Responding to asking through the NETC; and 

(c) Delegating authority to the various departments and agencies for 
research, development, procurement, and operation of designated meant of 
collection. 

I* 1 204. TV forrign vitfUxgmcr and caunUrinitUigfncr etrmenU of tkt wuLlarj 
jonmea, whose responsibilities shall include: 

(a) Collection, production and dissemirution of military and military^reUted 
foreign intelligence, including information on indicaiiont and warnings, foreign 
capabilities. pUns and weapons systems, scientific and technical developmeAu 
and narrotict production and trafficking Hlten collection ti conducted in 
response to national foreign intelligence requiremenii. it will be tasked by the 
NTTC. CoQeciion of national foreign intelligence, noi otherwise obainable. 
outside the United States shall be coordinated with the CIA, and such collection 
within the United Sates shall be coordinated with the FBI; 

(b) Conduct of counierinteUigence activities outside the United Sates in 
coordination with the CIA, and within the United Sates in coordination with the 
FBI. and production and dissemination of counterintelligence studies or 
reports; and 

(c) Monitoring of the development, procurement ar>d management of 
tactical intelligence systems arid equipment and conducting rebted research, 
development, and lest and evaluation activities. 

1*1205. OcArr offira iri/AfR tAr DepcrtmtiU of Dtfrme appropriate for conduct 
of the intelligence missions and retponsibOiiies assigned to the Secretary of 
Defense. If such other offices are used for intelligence purposes, the provisions 
of Sections 2-101 through 2-309 of this Order shall apply lo those offices when 
used for those purposes. 
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I-IS. TW l>ep ci tmfnl tf The ScorUry of Loerxf AaSL 

I-150I. rart>cip«te %riih the DepartorfU of Suu in orerdy ooSeoinf 
poliiidl, economic end ledinicaJ Infonnatioo with mpcct to forcifD cn erf y 
Mitcfi; 

1*1502. Froduce and daseminate lortign mtenigcoce oecnsary fer fhc 
Secrctary'i mponsibOitiet; 

1*1505. P^nidpaic in formuladDf iDtrOif coot coOectioa and aculyBi 
leqiiiirmenu where the tpeciil capen opabilicy of the OcpartiDenC can 
comribuic; and 

l*150t. Provide experi lechnicjJ. afulytkaJ and meaixh capability to other 
afencirs within the InieUigmce Community. 

I*M. TV FedrmI Bunrov tf /meU^a/wa. Uodcr the lupervtsioo of the Attorney 
General and punuani to such rrfulaiions ai the Attomey General may eatabUih, 
the Director of the FBI shall: 

. 1*1401. Within the United Sales cooduct counierinteOigeoce and coor^ 
dinate counierinietLgence activities of other agencies within the ImeOigence 
Community. When a coumeriniefligence activity of the FBI involvet mOitaiy or 
civilian personnel of the Department of Defense, the FBI shall coordinaie srich 
the Department of Defense; 

. 1*1402. Conduct counterintelligence activities outside the United States in 
coordination with the CIA, subject to the approval of the Dirrcior of Central 
IsueUigertcr, 

1*1405. Conduct within the United Sates, srhen requested by officials of 
the Intelligence Community designated by the PrrsideDt, lawful aoivibes under- 
taken to collect foreign inteUigeTKe or support foreign inieOigence ooDectiao 
requirementi of other agencies within the InieDigenct Community; 

1*1404. Produce and diiseminate foreign inteUigence, couDieriotcnigenoe 
and counterinielligence stixlies and reports; and 

1*1405. Carry out or contraci for research, developcnent ax>d proc u reiDqit 
of technical systems and devices reiating to the functions authorised above. 

1*1 5. TV [>ry£ Efifortrwieni Admxnxstrahom, Voder the supernsioo of (he Anomey 
Cer>eral and pursuant to such regulatioos as (he Aitomey General may es ta b li sh , 
the Administrator of DEA shaD: 

1-1501. CoOect, produce and disseminate sDleHigence oo the foreign and 
domestic aspens of narcotics produc6oD and trafficking in coordinaboo with 
other agencies with responsibiLues in these areas; 

1-1502. Participate with the Department of Sate in the overt coDectioQ oi 
genera] foreign political, economic and agricultural mformatioo rebting to 
Barcobes production and crafFiciing; and 

1*1505. Coordinate with (be Director of Central loictXigence to ensure 
that the foreign narcobes intelLgeoce octrntin oTDEA are coosisteist with ocher 
foreign inielligeT>ce programs. 

SECTIONS 

RiJTucnoNs'oN Ikttlliccmcx Acnvim 
S*l. Adktrmcr As Lmw. 

S*101. Aoposr. Informaboe about the capabilibes. ioieniiofu and actjvibet 
of foreign powers, organizations, or persons and their agenu is essential Id* 
informed deciiioo-making m the areas of nabocuJ defense and foreign rrlabona 
The measures employed to acquire such iafonnaboo should be responsive to 
legitimate govemmenul needs and must be cocsducted in a manxser that 
preserves azsd respects esablished concepts of privacy acid cM Cberbea. 

S*102. Apwrpb ef hderpnictictL Seaso n s 2*201 through 2*309 set forth 
Smaotions which, in addiboo lo ocher applicable laws, are ini ended to a dbeve 
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ihc proper balance bet%^een procection of individual rigbtf and actpibiiioa of 
ctiemuJ inTormation. Those aections do do( auihoriie any activity doc 
auihoriied by sections 1-101 through I-150S and do not provide any exem|^ 
lion front any other law. 

Rntnctiohi a* Ortaia CoiUctin Tfckiu^ya. 

2 - 201 . Cfftfral Rmvwmi. ' 

(a) The activities described in Scctkmi 2-202 through 2-208 shaD be 
undertalien onl) as permiited by this Order and by procedures established by 
the head of the agency concerned ar>d approved by the Aitomey General. Tboae 
procedures shall protect constitutional rights and privacy, riuure that biTonna- 
tion is gathered by the least intrusive means possible, and limn use of sudi 
inTormaiior. lo las^fuf govemmental purposes. 

(b) Activities described in seciioni 2-202 through 2-205 for which a warrant 
would be required if undertaken for bw enforccfneni rather than mteOigence 
purposes shall not be undertaken against a United States person without a 
judicial warrant, unless the rresideni has authorized the type cif actKicy involved 
and the Aitomey General has both approved the particular activity and d^er- 
mined that there is probable cause lo believe that the United Suies person is an 
agent of a foreign poster. 

2-202. Etfflronir SurutttLanct. The CIA may not engage in any rieetrofuc 
surveillance within the United States. No agency within the Inielligencr Com- 
munity shall engage in any electronic surveilbncr directed against a United 
Stairs person abroad or designed to intercept a communication sent from, or 
intended for receipt within, the United Suies eaccpi as penniiited by the 
procedures esublished pursuant to section 2-201. Training of personnel by 
agencies in the Intelligence Commnunity in the use of elecirofiic communka- 
lions equipment, testing by such agencies of such equipment, and the use of 
measures to determine the eaiitencc and capability of electronic surveillance 
equipment being used unlawfull) shall not be prohibited and shall also be 
governed by such procedures. Such activities shall be limited in scope and 
duration to those necessary to cany out the training, testing or eouniermeasuret 
purpose. No inTormation derived from communicaiioni iniertepied in the 
course of such training, testing or use of counicnneaiures may be retained or 
used for any other purpose. 

2-203. Tftfx’Uton Cemirnt aW OcA^ Monilprm^ No agency writhis the Intelli- 
gence Community shall use any electronic or mechanical device turrepdiiously 
and continuously to monitor any person within the United Suies. or any United 
Sutes person abroad, eacepi as permitted by the procedures esubliibei 
pursuant to Section 2-201. 

2-204. Fkyiirat Searrha. No agency within the InieCigence Cornmunity 
cmcepi the FBI may conduct any unconsented phpkal scarchet within the 
United States. All such searches conduaed by the FBI. as well as aD such 
searches conducted by any agency within the Intelligence Community outside 
the United Suies and direaed against United Suies persons, shaD under- 
taken only as permitted by procedures esublished pursuant to Section 2-201. 

2-205. Aiail SurvriUana. No agency within the Intelligence Coetim unity 
shall open mail or examine envelopes in United Suies postal channels, except m 
acrordarvee with applicable suiutes and regubtions. No agency within the 
Inienigence Community shall open maO of a United Suits person abroad except 
Ds permiited by procedures esublished pursuant to Section 2-201. 

2-206. ^ynra/ SmrillamM. The ni may conduct physical survcSUnce 
directed against United Sutes persons or others only in the course of a bwful 
iavestigation. Other agenciei within the IfUefligmce Community may Dot 
tandenake any physical survcilbnce directed against a United Sutes pencm 
milets: 
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<«) Th< turvrilUncr b coodocict! oauidc iKc Uniced Sutet And ihe penofi 
being lurveilled b reasonably believed lo be Acting on behalf of a foreign pow, 
engaging in imemational terrorUc Activities, or engaging in rurcocka procluciioo 
or iralfickinf; 

(b) The surveillance b conducted ioWy for the purpose of idemifyinf ■ 

person who b in conuct %nih sofoeorse who b ihe aubjea of A foreign 
intelligence or counierinteDigence invesupiion; or ' 

(c) Thai person b being surveOlrd for ihe purpose of procccting forngn 
intelligence and count erini ell igence sourres aikI mcihodj from uruuthorbcd 
disclosure or b the subject of a lawful counterintelligence, personnel, physiol or 
communicatiom security investigation. 

(d) No surveillance under paragraph (c> of iKb section may be conducted 
within the United Stales unless the person being surveilled b A preset 
employee, inieUigence ager>cy conirActor or employee of such a contractor, or b 
A BiiliLary person employed by i DOo-inieOigence element of a miLiary service. 
Outside the United Sutes such surveillance may also be conducted Against a 
former employee, intelligence agency cootractor or employee of a conusor or 
A civilian person emplo)ed b) a iron-intelligence element of an agency within the 
Intelligence Community. A person who b in contact with such a present or 
former employee or conu actor may abo be surveiUed, but only lo the extent 
necessary to identify that person. 

J-J07. UadbcloW Parbnpahon m Domaht OrgoituaikmL No employees may 
join, or otherwise participate in. any organiiation within the United States on 
behalf of any agency within the Intelligence Community without disclosing their 
intelligence a/Tiliation to appropriate officials of the organUaiion, except as 
permitted by procedures esublished pursuant lo Section 2-201. Such proce- 
dures shall provide for disclosure of such affiliation in all cases unless the agency 
bead or a designee approved by the Aiiomey General finds that rson-disdosure 
b essential to achieving lawful purposes, and that finding b subj^ to leMew 
the Attorney General. Those procedures shall further limit undisclosed partio- 
paiion to cases where: 

(a) The panidpaiion b undertaken on behalf of the FBI in ihe course of a 
bwful tnvcstigatkm; 

(b) The organkation concerned b composed primarily of individuals who 
are not United Sutes persons and b reasonably bebeved lo be acting on behalf 
of a foreign power, or 

(c) The participation b strictly limited in ki nature, scope arid duratkxi to 
Chat necessary for other lavdul purposes relating to foreign intelligent ar>d b a 
type of participation approved by the Aciomey General and set forth iir a public 
document. No such participation may be undertaken for the purpose of mfluenc- 
ing the activity of the organization or Ni members. 

2-208. CMxtum 9 / SonfmhUhj AvadAhle tnformaiiem. No agency within the 
InteUigence Community may coUect, dbseminaie or store mformaiion concent 
big the activities of United ^tes persons chat b not available publidy,- unless b 
does so with their consent or as permitted by procedures esubUshed pursuant to 
Section 2-201. Those procedures shaD limit coUectioo, storage or dissemination 
to the following types of informaticKi: 

(a) Informaiion concerning corporatsons or other commeraal organiratiom 
or activities that constitutes foreign inicUiger^ or counleTinieflig ence; 

(b) Infonnacion arbtng out of a lawfi! counierinieOigersce or personnel, 
physical or comraunicationf security invesiigatioci; ^ 

(c) Information concerning present or former employees, present or form^ 
imeOigence agency coniraciors or their piesent or former employees, or apph- 
cants for any such employment or contracting, which b needed to proteci 
foreign biieDigence or counierinteOigeiKe sources or methods from imaulho- 
rbed dbdoaurr. 
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(d) InTormiiion nctiitd lolcly to idmlify individuili in ronuci with thos« 
prTwmi drscribrd in paragraph (c) of lhi» srfiion or %idlh lofnconc who it the 
•object of a lawful forrign intelligenrr or rounifrinielligmce invctiigation; 

ie) Inl’ormaiion roncerrung pcrv>ns who art irasonably believed to be 
potential tourrrt or rontani, but only for the purpose of determining tbe 
Aiiubiliiy or crrdibilii) of tueh penoni; 

(0 Information constituting foreign intelligence or rounlerintefligence 
gathered abroad or from electronir turveilUnce conducted an compliance with 
Section 2-202 or from cooperating sources in the United States; 

(g) Information about a person who is reasonably believed to be acting oo 
behalf of a foreign power, enpging in intemaiional lerrorisc acti%ities or 
larcoiict produnion or tra/ncking. or endangering the safety of a persoo 
protected by the United Suiet Secret Service or the Department of State; 

(h) Irdbrmaiion acquired by overhead rrconraaissance Dot direaed aft 
•P«^*c United Sutet penoru; 

(i) Information concerning United States persons abmad that it obtained in 
response lo requests from the Department of State for siip(»ort of its consular 
responsibilities relating to the srelfarr of those persons; 

(j) Information collected, received. dissemiiiai*nJ i)f stored by the FBI arsd 
necessary to fulfill its lawful investigative responsibiliiirs; or 

(k) Information concerning persons or aciiviiirs that pose a dear threat to 
My facility or personnel of an agency writhin the Joielligence Community. Such 
information may be reiained only by the agency ih eairned and. if appropriate, 
by the United Stales Sec r et Service and the FBI. 

2-3. Addition! Rntnrhonx €nd LtmUahons. 

Tax Ix/ermatw9L No agency within the Intelligence Community shall 
rsamine tax mums or lax information except as permitted by applicable bw. 

2-302. Rf%tnrtwm m Ex^mmJahoK No sgency within the Inieiligence* 
Community shall sponsor, rontraa for, or conduct research on human subjects 
except in accordance with guidelines issued by the Department of Health. 
Education and Welfare. The subject's informed consent shall be documented as 
required by those guidelines. 

2-303. Ratnctwai m Cm/rafhn£ No agency within the InieOigenre Com- 
■luniiy shall enter into a roniracl or arrangement for the provision of goods or 
services with private companies or institutions in the United States unless the 
^ency sponsorship is known to the appropriate officials of the company oc 
insiiiution. In the case of any company or iniiiiucion other chan an academic 
institution, intelligence agency sponsorship may be concealed where it is 
determined, pursuant to procedures approved hy the Attorney General, that 
such concealment is necessary to maintain essential cover or proprietary ar^ 
rangements for authorised inieliigence purposes. 

2-304. Rf>tnrtwtu #« PtnoanH tx OtKer A^mda. An employee 

detailed to another agency within the federal govemmeni thaU be responsible to 
Ihe host agency and shall not report to 'the parent ageiKy on the affain of the 
host agency unless so directed by the host agency. The be^ of the host agenqr. 
and an) successor, shall be mfonned of the o^oyee's reUtionship with the 
parent agency. 

^“^5- RrxAxhtham m Assaihxatiam, No person employed by or acting oo 
behalf of the United Scales Coveminent shall engage in. or conspire to engage 
in. assassination. 

2-306. Rahirtwi m Spend Artiviha. No component of the United States 
Government except an agency within the Inielligmce Coenmunity may cooduoi 
any special activity. No such agency except the CIA (or the mniiary services in 
sranime) may condua any special activity unless the Fresideoi determines, widi 
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the SCCs fttfvicc. chj( anochcr hgmcj u omtc HLefjr lo ftduere a pankitbr 
obfcnive. 

1-507. Rafrirtiatu m tm£mi F»tinpc^ n hvkihitad Acitviha. No af^ncy of 
the IniefligriKe Community ihjdl rrqucti or o(henm« oocouragv. directly or 
indirectly, any pmon. orfanuaiion, or govemmriM agmey lo uodmaLc acthri- 
bef forbidden by thii Order or by applicable law. 

1-508. Ratriehom an Auutann l» Imw t^orcrmml Aulkoriha. Agenods with- 
in the Intctligmce Community other chan the FBI Uiall not, eacept ai expre aa ly 
authoriied by bv: 

(a) Provide tervicet. equipmeru, pmonnel or bcfliiiet lo the Law BnTort»- 
B»eni AsfifUnce Administration (or iu auccessoc agenoet) or to tuic or local 
police organisations of the United Suies; or 

(b) Partidpatf in or fund any bw enTorcement activity within the United 
States. 

1-509. Rermiuihlf Aififtanrr l» Ltm Enforamnd AiUManliA The restrktiom in 
Section 2-508 shall not predude: 

(a) Cooperation with appropriate bw enforcement agencies for the purpose 
of protecting the personnel and facilities of any agency within the Inu^gencc 
Community; 

(b) Panicipation in bw enforcement activities, in accordance with bw and 
this Order, lo investigate or prevent clandestine intelligence activities by foreign 
powers, intemaiiona] narcotics production and craffidLing. or iniemadonal 
UTTorisi activities; or 

(c) Provision of specialued equipment, technical Inosdcdge. or assistance of 
CTipen personnel for use by any drpanmcni or agency or, when lives are 
endangered, to suppon local bw enforcement agencies, f^vision of autstanoe 
by eapen personrtel sKaO be governed by procedures approved by the Anonsey 
peneid. 

1-510. Rrmixiihit Dusrminattiem tnA Storagr Hformaixe^ Nothing in Scc- 
cioAS 1-201 through 2-509 of this Order shall prohibit: 

(a) Dissemination to approprbie bw enforcement agencies oT informitiaB 
which indicates involvement in activities that may viobte federal, state, local or 
foreign bws; 

(b) Storage of information required by bw to be retained; 

(c) Dissemination of information covered by Section 1-208 (a)-(i) to 
agerscies within the Intelligence Community or entities of cooperating foreign 
govemmenu; or 

(d) LavduJ storage or dissemination of information solely for administradve 

purposes not rebied to intelligence or aecurity. . 



S-1. tnUlhimer Ourriigi/ 8 sard 

S-IOI. MrmifnAtp The President*! Intelligence Oversight Board (lOB) 
shall function within tlU \%*hitc House. The lOB shall have three Dsemben who 
shall be appointed by the President arsd who shall be from outside ibe 
government and be qualihed on the basis of abiliry, krsowledfe, diversity of 
background arsd nperiencc. No member shall have any personal intrrest in any 
contiaaua) rebtionship with any agency srithin the Intelligence Community. 
Orse member shaD be designated by the Prendent as chairman. 

S-102. Dana. The lOB shall: 

(a) Review periodicaDy the practices and p c o ced ur es of the Inspedora 
General and General Coimsel with responsibiliues for agencies wkl^ ibe 
InielLgence Community for discovering and repordag lo the lOB i n t ell igence 



SECTIONS 

OvTJtiiCKT Of Ikttjjjclncz Oscawizations 



UNCLASSIFIED 



325 

3/31/78 



rciM 



m « . . 



< 0 



APPENDIX 2 



o 



UMCIASSZPIEX: 



.f 



IMI rtSOMT 

»ctiviiie« cfai nis« qucti>oni oTtcfilicy or propoety. md cotuider wrkicti and 
onJ rrportt rrfcrrrd under Scctk>n S-201; 

(b) Review penodicalJy for adei{tiacy the internal |t\i»detlne« of eadi ifency 
vkhin the InieOigence Corwunity coiKenung the legalicy or propriecy of inteOi- 
feiKe activitiet; 

(c) Report periodicany, at least quarterly, lo the President oo ks fisKlings; 
and report in i timely manrser lo the Presidenf any inlenigence activitiet cbac 
raise serious questions of legaLty or propriety; 

(d) Forward to the Aiiomey General, in a timely manner, reports r ece i ved 
cortceming inielligence activities in which a question oTIegaliiy has been raised 
or which the lOB believes to involve questions oT legality, arsd 

(e) Conduct iuch investigations of the inieOigence activities oT agencae i 
irithin the Imetligmce Community as the Beard deems oecessary to carry out ka 
fuiKtioru under th»t Order. 

S-IOS. Rntntton #n No penoo who serves on the staff of the lOB 
shall have any contractual or employment rebiiocuhip with any agency wkhia 
the Intelligence Comnunity. 

5-2. Iiuptrlan Cennal mU Cmrm/ Cmputl Inspectors General and General 
Counsel with responsibility for agencies within Che Intelligence Comm unity 
•hall: 

5-201. Transmit timely reports to the lOB concerning any intelligence 
activities that come lo their attention and that raise questions of legality or 
propriety. 

5-202. Promptly report to the lOB actions taken ronceming the BcorcTs 
findings on intelligence activities that raise ques lions of legality or propriety. 

5-20S. Provide to the lOB infcMmation requested concerning the legality 
or propriety of intelligence activities within their ^respective agencies; 

5-204. Formulate practices and procedures for discovering and rrpoctinf 
lo the lOB intelligence activities that raise questions of legality or propriety, and 

5-205. Report to the lOB any occasion oo which the Inspectors General 
or General Counsel were direaed not lo report any mieOigertce activity lo the 
lOB which they believed raised questioos of legality or propriety. 

5-S. Aiiarnfy The Attorney General ihall: 

5-501. Receive ar>d consider reports boo agencies within the lotcOigence 
Community forwarded by the lOB; 

5-502. Repon to the President in a cimdy bshion any inteOigence MCdnir 
lies which raise questions of legality; | 

5-SOS. Report lo the lOB and lo che President io a timely t i th i ^ 
decisions made or actions talen in response lo reporu horn agencies within the 
Intelligence Community forwarded to the Aupmey General by the lOB; 

5-304. Inform the lOB of legal opiniocu affecting the operations of the 
Intelligence Community; and 

5*305. Esublish or approve procedures, as required by this Ondcr. for the 
condua of inieUigence activities. Such procedures shall ensure compliance with 
bw, protect contiiiutionil rights and privacy, and ensure that any iDie&igmct 
aaivity within the United Suies or dirMed against any United States persoo ii 
conducted by the least intrusive means p os si b l e . The procedures shall also 
ensure that any use. diiseminaiioa and storage of informatioo about Uoked 
States persons acquired through inteOigence activities a hmiied to that occu- 
aary to achieve lawful governmental purpoacs. 

5-d. Cti^nssiomc/ /tUelti£rncr Ctmmi/tttL Under tueb procedures as the Presademt 
may establish and consistent with applicable authorities and duties, indudmg 
those confcTTed by Che Constitution upon the Executive and Legisladve 
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Br»r>ch<i tmi by bv to proted Kwrcs Mnd mribodi, the Dirraor of Ceocr^ 
Intrlligmce mnd hc»di of dcp^nmcnts tnd ogrodci of the UniiH Sutet 
involvrd in iniHtigence »aiv«ici rfuJl: 

5<-40 1 . Krrp ihr FcrmancY)! Scira Coenmitter oo lnie{!igcncr of the House 
of Rcpreteniaiivei md the Select Commiuce on Inielligcnce of ihe Senate Mly 
Oixi cuiTcmJy informed cooceming iniffligence Ktivnie*. iodudinf any signifi- 
cant anticipated activities which are the responiibiluy oC or engaged ia, by a ^wh 
department or agency. Hiii requirement does not ootmiuiu a cooiditioa 
precedent to the implementation of such intelligence acthribes; 

3-402. Provide any information or document to the possession, custody, or 
control of the department or agency or person paid such department or 
agency, within the juriufictioa of the Permanent Seled Committee on Intelli- 
gmee of the Hou^ of Xepresenudves or the Select CocunitLee oo InieOigeocr 
of the Senate, upon the request of such committee; and 

3- 403. Report in a timely fashion to the Permanent Select Committee oo 
Intelligence of the House of Representatives ai^ the Select Committee oo 
Intelligence of the Senate information rebting to imenigence activities that are 
iDcgal or improper and corrective actions that are taken or planned. 

SECTION 4 
CCMULAL PaOVlSJONS 

4-1. /mpltmfntalwn. 

4- 101. Except as provided in section 4-105 of this sectioii. this Order shall 
•upersede Executive Order 11905, -United States Foreign Intelligence Activi- 
ties,- dated February 18. 1976, Eaecuuve Order 11985, same subject, dated 
May 13. 1977; and Execudve Order 1 1994. same subject, dated June 1. 1977. 

^102. The NSC. the Secretary of Defense, the Attorney General and the 
Direaor of Central Intelligence shall issue such appropriate direcuves and 
procedures as are necessary to implement this Order. 

4-103. Heads of agencies within the Intelligence Community shaO issue 
appropriate supplementary directives and procedures consistent with this 
Order. 

4-104. The Attorney General shall have sole authority to istue and revise 
procedures required by section 2-201 for the activities of the FBI rebting lo 
foreign inielligerKe and counterintelligence. 

4-105. Where intelligence activities ui>der this Order are to be coculuaed 
pursuant to procedures approved or agreed to by the AuorDcy General, those 
acti%iiies may be conduciH ur>der terms aod tocMiitioQS of Eaecutivtl Order 
1 1905 ar>d any procedures promulgated thereunder until such Allomey General 
procedures are etublished. Such Aiiomey General procedures shall be estab- 
lished as expeditiously as possible after die tssuaoce of this Order. 

4-106. In some instarkces. the documents that implement this Order will 
be daisified because of the sensitivity of the infonnatioo aod ks rebtioo to 
national security. AU instnsetioru contained in classified documenis will be 
consisiem with this Order. All procedures promulgated pursuant to this Order 
will be made ivaibble to the Coogmsional iDtelUgeooe committees in accor- 
dance with Seaiem 3-402. 

4-107. Unless ocherwise specified, ihe pmvisiooi of this Order shaO apply 
40 sctivitiei both within and outside the United States, and all refer cnee s to law 
ore lo applicable bws of the United States, induding the Conititutioo and this 
* Order. Nothing in this Order shaD be construed to ap^y to or imerfere with mj 
Outhorised civil or rriminal bw enforcetnent rcspoosiWcy of any departmem or 
agency. 

4-2. For the purposes of this Order, the fbOoving terms d&aO haw 

these o>eanings: 
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IWfttSMff 

I 4^1. C^mtauraHmt Mntn/) a>cm pro4«3r»e laeasura to deny 

iMuthomrd pmoas infonn»iioo derivod fro® irfetMirauniaiiooi of the 
i tlniied San« Covcnifneni irUied u> wbooil Mwky and to ctmire the 

\ autheniicity of such tdrco mm i mirarion a. ^ ^ ^ 

4 .. 202 , means informatioo fathered and activitiei 

dotted to proted ifainst etpsoc^e and other di n detline inteOif ena *cavHie^ 
•ahotjfe. iniemaiional letronsl activiiici or auaasinjiioai cood^ed ^ 

behalf of forajn powei». otxanualiw or pcriooi. boi K»< iodudii^ peraoood. 

phyticaJ, document, or comftmnicalkms security proframi. 

4-?05. iJfttrwttf Suvfillama mcvii aojuiiitioo of a oonpub^ cocmoumca- 
tion b) ekcironic means without the ctmsetu of a person wte u a party to an 
elecironic communicaiion or, in the case of a Dooclectroiuc communicatioiu 
without iJk con»eiu of a pet»OB who a mWy 

cation, but not including the lue of radio direction finding ctjuipmenl (Oteiy lo 
determine the locauon of a uansmiilcr. • 

4-204. means a person er^loyed by, aiiifned to, or acting for an 

agency trithin the Intelligence Community. , 

4-205. forhgn intriliimer means mformation rriaiing lo the apabOitsci, 
intentions and actinlies of foreign powers, orgai^tions or persons, but not 
including count erinieUigence eactpt for information on iniemaisonal lerrorut 

activities. . 

4-206. tmulLgenu means foreign inteUigence and countenntelligmce. 
4-207. InltUigentt Cemmumifj and i^ouy m sgrnrio ml^ Ai /aidfigmor 
refer to the follo«ring organiiations: 

(a) The Central Intelligence Agency (CIA); 

(b) The National Security Agency (NSA); 

(c) The Defense Intelligence Agency. 

(d) The OOkes within the Deparuneni of Defense for the collection of 
specialized national foreign inteUigerice through rrconnaisiance proframi, 

(e) TTic Bureau of Intelltgence and Research of the Deparunent of State; 

(0 The intelligence elements of the military services, the Federal Bureau of 

Invetiiption (FBI), the Department of the Treasury, the Deparuneni of Energy, 
and the Drug Enforcemeni Administration (DEA); and 

(g) The stair elements of the Oflke of the Direnor of Central Intdliger«. 
4-208. /atrOgnicr pnducl means the estimates, memoranda and other 
repom produced from the analysis of avaibble informatioo. ^ ^ 

4-209. ImUmAtumal Urrwriit methfUm means any activii) or a^tiei which: 

(a) involves killing, causing serious bodily harm, kidnapping, or violent 
destruction of property, or an attempt or credible threat to commit such art^ 

-«■ - 

(b) appears intended to endanger a protectee of the Secret Senice <w the 

Depaameni of Sute or to further political, social or ccoo otnic^ ^ 

intimidating or coercing a civilian popubtioo Or any segn^t Ibercm. mfluenc- 
ing the policy of a govemmeni or iniemaiional organiiation by miimidatioo or 
coercion, or obuining widespread publicity for a group or ks cause; and ^ 

(c) transcends nationa] boundaries in terms of the mearu by which it ■ 
accomplished, the civilian popubiion, govenuneni, or imemaiiof^ 

lion k appears intended to coerce or kiiiznidaie. or the locale in which as 
perpetrators operate or seek asylum. 

4-210. TV A*ahona/ FWr^ /mri&gfoflr h v gram indudet the programs luted 
below, but ki composition shaD be subject to review by the National Security 
CoundZ and modiGcation by the FresidenL ^ 

(a) The programs of the CIA; 

(b) The ConsoWaied Crypcologk frogram, the General Defense 
genet Program, and the programs of the offices arilhki the Depaninent of 
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Defcntr fot ihe coIWtion of ipedtUied national forrign intelliftnn chrough 
monnaisMikr ncrpt $och etcmenu u the Durcior of Ontral Inidlif mce oad 
» Che SccreiAi-jr of Defense atfree should be cmdudeii; 

(c) Oiher profrimi of ifenoet within ihe InieCigence Communiry desif- 
Mted jointly by the Dirretoc of Cenlrml Intelligence tnd che be»d U the 
departmenf oc by the Pretident fti nsdofu! foreign inicnigence or countenoteli*- 
gence octivicief ; 

(d) Aciivitiet of the sulT dementi of the OCBce of the Director of Centra] 
Intelligence. 

(e) Activities to acquire Ihe intelligence required fc^ the pbnrung and 
condun of laokaJ operationi by the United States mihury forces are not 
included in the National Foreign Intelligence Program. 

4*211. Plyjva/ jurueilLxMcr means an uncomenied, •ystematic arid ddiber* 
ate ohservaiion of a persem by any means on a continuing basis, or uncon^ted 
acquisition of a nonpublic communication by a person not a pyty thereto or 
visibly present thereat through any means noi involving decironsc sun^eiUance. 
This definition does not include overhead reconnaissance ool direcied at 
specUk United States persons. 

4*212. Spmio/ arfus/iia means anivities conducted abroad in support of 
national foreign policy objectives which are designed to further official United 
States program and policies abroad and which are planned arid eaecuied ao 
that the role of the United Suies Covemment b oof appanmi or acknowledged 
publicly, and functions in support of sudb activities, but not including diplomatic 
activity or the coUection and production of inieUigence or relaied support 



4-2IS. VmitfJSlaia, when used to describe a pbce. indudes the terriiohes 
of the United Susies. • 

4*214. f’wW Siatea pencm means a dtuen of the United States, an alien 
bwfull) admitted for permanent residetKe, an unincorporated associatkm orgi- 
nued in the United Stairs or substantially composed of United Suies dozens or 
aliens admitted for permanent residence, or a corporation mcorporated in the 
United Suies. 



functions. 




Thl Wnm House, 
ycuMory 24. J97S. 



in Doc. 7I-S4I0 FM l-CS-Tt, tl:lt am] 
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GUIDANCE FOR Clk ACTIVITIES 
WITHIN THE UNITED STATES 



I. INTRODUCTION ... 

A. SCOPE - Executive Order 12333 outlines the duties and 
responsibilities of CIA as veil as limitations upon Intel- 
ligence activities undertaken by the Agency. The Order 
reflects the requirements of the National Security Act of 
1947, the CIA Act of 1949* and other laws» regular Iona, 
and directives, as %iell as Intelligence policies. These 
revised procedures, which Implement Sections 2.3, 2.4 and 
2.9 of the new Order, were prepared by CIA, were approved 
by the Attorney General, and are Issued by the Director of 
Central Intelligence. These procedures supersede all 
existing procedures addressings the same subject matter. 
However, employees must, also comply %d.th Agency 
regulations that reflect the requirements of the new 
Order and Agency policies regulating employee conduct 
within the United States. 

r 

B. PURPOSES - These procedures are Intended to: 

1. Permit and encourage legitimate Intelligence 
activities to the maximum extent possible so that an 
aggressive and effective Intelligence effort may be 
carried out free of unnecessary restrictions; 

2. Provide legal protection to employees who follow the 
procedures by providing authority for Intelligence 
activities; and 

3. Assure the American public and the intelligence oversight 
mec’oanisras that all CIA activities in the United States 
are lawful and related to legitimate Intelligence 
objectives. 

II. RESPONSIBILITIES - CIA is responsible within the United States 

for: 

\ 

A. Collecting, producing, and disseminating foreign Intelligence 
and counterintelligence. Including counterintelligence and 
significant foreign intelligence not otherwise obtainable. 
(The collection of foreign intelligence not otherwise 
obtainable shall be coordinated with the FBI as required by 
these procedures.); 

B. Conducting counterintelligence activities. In coordination 
%ilth the FBI as required by these procedures; 

C. Collecting, producing, and disseminating Intelligence on 
foreign aspects of narcotics production and trafficking; 

D. Conducting research, development (Including testing), and 
procurement of technical systems and devices relating to 
authorized functions; 
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B. Protecting the security of Its Installations, activities. 
Information, property, and employees by appropriate means; 

F. Conducting Intelligence Conmunity services of common 
concern as directed by the NSC; 

G* Conducting special activities In support of oatlonal 

foreign policy objectives abroad approved by the President 
end consistent with applicable laws; and 

H. Conducting administrative and technical support activities 
necessary to perform the functions described above. 




UI. 



[ IV. 

( 

[ 



t 

[ 

t- 

( 

[ 

[ 

I 

[ 

[ 



( 



AUTHORITIES - All CIA activities within the United States must 
be related to the responsibilities Identified above and must be 
authorized as outlined In these procedures. 

GENERAL PRINCIPLES '* v 



A. ACTIVITIES COVERED - These procedures apply to CIA 
activities within the United States. 

B. INDIVIDUALS TO WHOSE ACTIVITIES THESE PROCEDURES APPLY - 
These procedures apply to the activities of all CIA 
employees. Including Individuals assigned to or acting for 
dA, such as contractors and assets. 

C. LEAST INTRUSIVE TECHNIQUE FEASIBLE - A certain collection 
technique may be used only if a less Intrusive technique 
cannot acquire Intelligence of the nature, reliability, and 
timeliness required. As a rule, basic collection and 
standard collection techniques are less Intrusive than 
special collection techniques. 




D. FBI COORDINATION - Executive Order 12333 requires Chat CIA 
foreign Intelligence collection and counterintelligence 
activities conducted within the United States be 
coordinated with the FBI as specified In these procedures. 
In addition to the Internal approvals specified In these 
procedures or even when the Internal approvals are not 
required. See Part VII of these procedures for FBI 
coordination requirements. \ 




[ 
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ADMINISTRATION - Nothing in these procedures shell prohibit 
collection, retention, or disseminetion of inforaetion 
concerning U«S. persons necessary for administrative purposes 
(including contracting, building maintenance, construction, 
fiscal matters, internal accounting procedures, disciplinary 
matters, and investigations of alleged crimes or 
improprieties by Agency employees) by Agency components 
authorized to perform such functions. 



uxo 



C»LLECT10t> OF INFORMATION IN THE UNITED STATES 

A. WHAT IS A O.S. PERSON? - A U.^ person Is s U.S. citizen, sn 
alien known by CIA to be* a permanent resident alien, an 
unincorporated association substantially composed of U.S. 
citizens or permanent resident aliens, or a corporation 
incorporated in the United States, except for a corporation 
directed and controlled by a foreign government. An alien in 
the United States may be presumed not to be a U.S. person 
unless specific indications to the contrary are obtained. 

(See Appendix A for complete definition.) 



B. BASIC COLLECTION 

1. WHAT IS BASIC COLLECTION? - Basic collection is 

collection of any one or more of the following types 
of information about a U.S. person: 



a. INCIDENTALLY ACQUIRED INFORMATION - Information 
about a U.S person incidentally obtained in the 
course of an investigation directed at other 
authorised subjects (including information 
voluntarily provided). 

b. PUBLICLY AVAILABLE INFORMATION - Information any 
member of the public could lawfully obtain by request 
or observation (not amounting to physical 
surveillance), including public communications, and 
information that is lawfully accessible to any member 
of the public. 

c. CONSENSUAL INFORMATION - Consent, In this context, 
generally means that the subject of the collection has 
consented to the collection of the information. (See 
Appendix A for complete definition.) 
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d. IDENTIFYING INFORMATION - Information that concerns 
the identity rather than the activities of a 

person, such as: ^ 

(1) Individuals 
* Name 

- Title/Occupation 

- Address 

- Date and place of birth 

- Physical description 

- Social Security number 

(2) Organizations 

- Name 

- Address 

— Date and place of incorporation 

- Characterization 

(e«g«, industrial nrm, fraternal 
organizational, charitable organization) 

- Identity of officers 

i’ (3) Similar identifying information 

2. APPROVAL AUTHORITY - Basic collection requires no 
internal approvals under these procedures, but may 
require coordination with the FBI, See Part VII of 
these procedures for coordination requirements. 
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2. WHEN MAY STANDARD COLLECTION TECHNIQUES BE USED? 
a. U.S. PERSONS 

(1) Standard collection techniques may be 
. directed at a U.S. person to collect: 

(a) Information needed to determined suita- 
bility or credibility of potential 
sources or contacts; 

(b) Foreign intelligence, including such 
intelligence concerning corporations or 
other commercial organizations, and such 
intelligence which may be obtained in the 
course of an authorized foreign intelli- 
gence investigation directed at 
activities of foreign powers, organi- 
zations, persons, or those acting on 
their behalf; 

(c) Counterintelligence, including such 
intelligence concerning corporations or 
other commercial organizations, and such 
intelligence which may be obtained in the 
course of an authorized counter- 
intelligence investigation directed at 
activities of foreign powers, organi- 
zations, or persons, or those acting on 
their behalf. Such collection may be 
undertaken under circumstances in which 
the U.S. person is or may be engaged in 
intelligence activities on behalf of a 
foreign power or under circumstances in 
which he may be the target of the intelli- 
gence activities of a foreign power; 
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(d) Information which may be obtained in the 
course of an authorized international 
terrorist investigation. Such col- 
lection may be undertaken under circuie- 
stances in which the U«S. person is or 
may be engaged in international 
terrorist activities or under 
circumstances in idiich he may be the 
target of such terrorist activities; 

(e) Information needed to protect the safety 
of any persona or organizations, 
including those who are the targets, 
victims or hostages of international 
terrorist organizations, to the extent 
collection of such information is 
consistent with the National Security 
Act of 1947, as amended; 

(f) Information concerning present or former 
employees, present or former intelli- 
gence agency contractors or their present 
or former employees, or applicants for 
any such employment or contracting, that 
is needed to protect foreign intelligence 
or counterintelligence sources or methods 
from unauthorized disclosure; 

(g) Information relevant to an authorized 
CIA personnel, physical, or communi- 
cations security investigation; or 

(h) Information obtained in the course of an 
authorized international narcotics 
investigation to acquire intelligence on 
foreign aspects of narcotics production 
and trafficking. Such investigations may 
be undertaken under circumstances in 
which the U.S. person is or may be 
engaged in such narcotics activities. 

\ 

(2) APPROVAL AUTHORITY 

(a) Except as provided in (b) below, a Chief 
of Station, Chief of Installation, Qilef 
of Base, or other senior official 
specified in Appendix B'may approve the 
use, on a case-by-case basis, of standard 
collection techniques directed at a U.S. 
person If the facts and circumstances 
available to him at the time indicate 
that one or more of the types of Infor- 
mation described In paragraph (1) above 
may be obtained. The approving official 
•hall take special care to ensure that 
physical surveillance is not undertaken 
beyond that period that is Justified by 
the underlying facts and circumstances. 
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Approving officials may consult vlth 
Headquarters prior to authorizing 
standard collection techniques and 

should advise Headquarters of any 

approvals to use such techniques* 

(b) Collection in the United States by 
other than overt CIA components of 
foreign Intelligence %^lcH Is not 
otherwise obtainable may be approved 
only If the DDO or his designee 
determines that (1) the foreign 
Intelligence sought Is significant 
(Important and material and not merely 
routine) and cannot reasonably be 
obtained by an other means, (11) the 
subject cannot be advised of CIA*s 
Interest because such notification 
%fould frustrate the collection or 
Jeopardize or compromise a CIA* 
activity or operation, and (111) such 
collection Is not undertaken for the 
purpose of acquiring Information 
concerning the domestic activities of 
U.S. persons* An overt component Is a 
component, such as DCD, that does not 
attempt to conceal Its relationship to 
CIA. Domestic activities mean 
activities that occur %d.thln the 
United States and do not have a 
significant connection with a foreign 
power, person, or organization. 

(c) Foreign Intelligence and counter- 
intelligence collection and other 
counterintelligence activities may 
require coordination with the FBI. 

See Part VII of these procedures for 
coordination requirements. 

\ 

(d) Information acquired In the course of 
authorized collection activities that 
Indicate possible violations of the 
federal criminal code must be handled 
In accordance with the crimes reporting 
procedures In HR 7-1. 

(e) Individual approvals on a case-by-case 
basis are not required for (1) person- 
nel security Investigations directed at 
current CIA employees, employees of 
CIA contractors, applicants for such 
employment, and other Individuals who 
have been granted or who are being 
considered for security clearances or 
approvals and other persons with 
similar associations; or (11) routine 
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state or local checks), or 

‘‘one In the couSl^of 
foltablUty or «ed?Mf,*®‘=“^^fP 

Investigation. 
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DISSEMINATION OF INFORMATION OBTAINED 
BY EXTRAORDINARY TECHNIQUES 



I Tlie FBI Is authorised hj part IX B of the Foreig;n Intelligence 
Collection and Foreign Counterintelligence Investigation Guidelines to 
disBeainate information obtained In the course of such investigations* This 
addendum to the Guidelines adds additional restrictions on the dissemination 
of information acquired by the use of extraordinary techniques* It supersedes 
paragraphs IX B 2*a* and b* , and 4*a* and b* vlth respect to all information 
acquired by extraordinary techniques after its effective date* 

I The following restrictions are designed to prevent unnecessary 

dissemination of information acquired by extraordinary techniques particularly 
where the information identifies or permits identification of United States 
persons** Certain specific needs to receive information from the FBI are 
identified in these guidelines* The FBI should ascertain other needs of 
agencies receiving foreign intelligence or counterintelligence information on 

i a regular basis and should disseminate only that information which appears 
relevant to the official responsibilities of the agency receiving it* Re- 
ceiving agencies should be instructed that no dissemination is to be made 
outside that agency without the consent of the FBI* 

i Where dissemination requires approval of the Director of the FBI or 

his designee t approval may be given only by supervisory officers at FBI Head- 
quarters, designated in %nriting by the Director* 

[ These guidelines do not restrict dissemination of information by the 
FBI, including identifying information, when necessary to the conduct of 
[ investigations within its jurisdiction* 

[ These guidelines apply to all information acquired by extraordinary 
techniques under the foreign intelligence collection and foreign counter- 

[ intelligence investigation guidelines after the effective date of this 
addendum* 

0 

I I. DISSEMINATION OF INFORMATION FOR FOREIGN INTELLIGENCE PURPOSES 



1 *Aa used herein, "United States person" aeans an Individual who la a cltlaen 
of the United State* or an alien adnltted for permanent residence* 
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Vhere there ere exceptloiul circuastaocet vhlch Indicate that diaaea- 
ItkatloD of InformatloQ acquired by extraordinary technlquea not 
othervlae provided for la Deceaaary, the FBI aay disseminate the 
information irlth the prior approval of the Attorney Ceneralg made or 
confirmed in vriting*] ^ 
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Foreign Intelligence collection and counterintelligence 
activities hiay require coordination with the FBI, See Part 
VII of these procedures for coordination requirements, 

PROCESSING OF U,S, PERSON INFORMATION 



(^kO 



A, RETENTION AND DISSEMINATION OF INFOWiATION NOT DERIVED 
FROM SPECIAL COLLECTION TECHNIQUES 

1, RETENTION — Information about a U.S, person chat is 
not derived from special collection techniques may be 
retained if it relates to the responsibilities listed 
in Part II above and if it falls within any one of the 
following criteria; 

a. The information is publicly available, consensual, 
or identifying Information (see Part 

above), 

b. The information is foreign intelligence or counter- 
intelligence; information concerning international 
terrorist activities; information concerning 
foreign aspects of international narcotics 
activities; information needed to protect the 
safety of persons or organizations; Information 
needed to protect foreign Intelligence or counter- 
intelligence sources and methods from unauthorized 
disclosure; information concerning personnel, 
physical, or communications security; information 
acquired by overhead reconnaissance; information 
that may Indicate involvement in activities that 
may violate federal; state, local, or foreign 
laws; or information necessary for administrative 
purposes, 

c. The information concerns potential sources or contacts. 
If an individual concerned is not contacted for use 
%nthin three years of the date collection is initiated, 
or upon being contacted, refuses or declines to be 
a source or contact, the information may be retained 
only if it is limited to a brief summary Indicating 
(1) the person was considered as a potential source or 
contact, (2) the reasons why he was considered, and 
(3) the reasons why the individual did not become a 
source' or contact (Information also may be retained, of 
course, if it qualifies under any of the other 
categories in this paragraph,) 
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d. The infornatloQ le retained in such a aanner 
that it cannot be retrieved by reference to 
the person's naae or other identifying data. 

e. The information is processed to delete the — 
identity of the U.S. person and all personally 
identifiable information. In such cases a 
generic term which does not identify the D.S. 
person in the context of the in format i on , such as 
"businessman," may be substituted.' 

f. The information is (1) necessary for the 
purposes of oversight, accountability, or 
redress, (2) relevant to an administrative, 
civil, or criminal proceeding or investi- 
gation, (3) required by law to be retained, or 
(4) necessary to be retMned for the purpose 
of determining that the requirements of these 
procedures are satisfied. 

I'g. The information is suspected to be enciphered 
or to contain a secret meaning, or was 
- enciphered or did contain a secret meaning. 

h. Such retention is necessary to a lawful 
activity of the United States and the General 
Counsel, in consultation %d.th the Department 
of Justice, determines that such retention is 
lawful . 

i. Such retention is necessary for a reasonable 
period to determine whether the information 
falls within one or more of the categories 
above. 






[ 



I 



B. 



3. The Identity of a U-S. person oay be retained and 
disseminated along with Information concerning 
hln if the Information qualifies for retention or 
dissemination under paragraph 1 or 2 above. Such 
an identity may be disseminated outside the Intel- 
ligence Community only if it is necessary or' if it 
is reasonably believed that it oiay become neces- 
sary to understand or assess such information. 
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1. WHAT ARE COUNTERINTELLIGENCE ACTIVITIES? - Counter- 
intelligence activities are collection and other 
N activities conducted to protect against espionage, 
other intelligence activities, sabotage, or assassi- 
nations conducted for or on behalf of foreign powers, 
organizations or persons, or international terrorist 
activities. Such activities do not include 
collection and other activities related to 
personnel, physical, document, or coonunl cat Ions 
security programs. 
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UNDISCLOSED PARTICIPATION IN ORGANIZATION WITHIN THE UNITED STATES 

A. PERMITTED PARTICIPATION 

1. A staff employee or aa asset may Join or otherwise 
participate in any organization in the United States 
only in the following circumstances: 






a. If acting in a private capacity for a personal 

purpose and CIA does not pay dues, membership or 
entrance fees. APPROVAL AUTHORITY: No special 

. approval required. 

b. If the participation is attendance at a public 
toeeting, the sponsors of which do not require 
or expect disclosure of affiliation as a 
condition of attendance. APPROVAL AUTHORITY: 

No special approval required. 

c. If the organization is an official establishment 
of a foreign government. APPROVAL AUTHORITY: 

No special approval required. 

d. To obtain publications of organizations whose 

membership is open to the general public. 
APPROVAL AUTHORITY: No special approval 

required. 

e. If an **approprlate official,* i.e. an official 
authorized to act on behalf of the organization 
in relation to the activity in question, is 
informed and approves. APPROVAL AUTHORITY: 
Appropriate officials of the organization. 

f. To use athletic, entertainment, or cultural 
facilities that are open to members of the 
general public solely on the condition of 
payment of membership fee or upon pro forma 
recommendation of current members for the 
purpose of maintaining cover to develop 
sources, provided such participation is limited 
to using the services or facilities available 
to ttfe genera l public. APPROVAL AUTHORITY: 
Chief, 



To obtain training or education relevant to_ 
employment. APPROVAL AUTHORITY: Chief, 

or his designee. 
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h. To malntalQ cover of CI A peraonnel* APPROVAL 
AUTHORITY: Chief, or Chief, 

!• To develop aasociations and credentials, aa for 

example, joining an organisation to %dd.ch an 
employee would ordinarily be expected to belong 
if his cover employment were his true 
employ ment, APPROVAL AUTHORITY: Chief, flBor 
Chief, 

J, To protect the degree of CIA interest in a 

particular foreign intelligence subject matter, 
but limited to participation in an organization 
that permits such participation by government 
employees in their official capa cities, 

APPROVAL AUTHORITY: Chief, ■Hor Chief, 

k. To utilize individuals on a witting and .voluntary 
basis who are employees or invitees of an 
organization %rithin the United States for the 
^ purpose of collecting important foreign 

intelligence at fairs, workshops, symposia, and 
similar types of conmercial or professional 
meetings sponsored by such an organization that 
are open to those individuals in their overt roles 



n. To use a witting and voluntary asset who already 
is a member of an organization to spot and assess 
persons of foreign nationality as sources or 
contacts, (Information voluntarily supplied by 
these assets including information relating to 
United States persons may be received without any 
special approval), APPROVAL AUTHORITY: Orean^ 

ration — DCI or DDCI; Individual — Chief, glHB 



1 , 









m 
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o. To place a staff employee or an asset la an 

organization to spot and assess persons of foreign 
nationality as sources or contacts* (Information 
voluntarily supplied by an asset including 
Information relating to United States persons may 
be received without any special approval)* 

APPROVAL AUTHORITY: Case-by-case by DCI or DDCI* 

2* Such joining or participation must be In accordance 
% 7 lth Agency policy on outside activities and other 
Agency regulations or guidelines and aiust be consistent 
with applicable requirements for coordination In these 
procedures outlined in Part VII* above* 

B* LIMITATIONS 

1* Use or placement of a staff employee or an asset in 
an organization In the United States to spot or 
assess U*S. citizens Is prohibited* 

2* Undisclosed participation on behalf of CIA In an 

organization In the United States for the purpose of 
influencing the activities of the organization or 
Its members Is prohibited unless it is approved by 
the' DCI or DDCI and the organization concerned is 
composed primarily of Individuals who are not U*S* 
persons and Is reasonably believed to be acting on 
behalf of a foreign power* 

3. Collection within the United States of significant 
foreign Intelligence not otherwise obtainable may 
not be undertaken for the purpose of acquiring 
Information concerning the domestic activities of 
* United States persons. 

C* APPROVAL PROCEDURES FOR PERMITTED ACTIVITIES 

1* Before approving an undisclosed participation the 
approving CIA official must determine that such 
participation Is essential to achieve one or more of 
the lawful purposes specified In Part VIII. A. above. 

All determinations made under these procedures shall 
specify the duration of the participation, not to 
exceed three years, unless reapproved In accordance 
%rlth these procedures. 

2. All requests to the DCI, DDCI or DDO for approval of 
an undisclosed participation shall be forwarded 
through the General Counsel* All other requests 
will be subject to, but not require, the review of 
the General Counsel. 

DC. ADMINISTRATION AND EFFECTIVE DATE 

A. A person who -is officially acting in the absence of an 

employee may exercise the powers of that employee* 

B* Authority granted to an employee, other than the 

General Counsel, may be exercised by any person who is 

senior In the Agency’s channel of authority* 
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For the purposes of these procedures: 
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Foreign power means (a) a foreign government or any component thereof, 
whether or not recognized by the United States; (b) a faction of a foreign 
, nation or nations, not substantially composed of United States persons; Qc) an 
^ entity that Is openly acknowledged by a foreign government or governments to 
be directed and controlled by such foreign government or governments; (d) a 
foreign-based group engaged In International terrorist activities or 
I international narcotics activities and any other group engaged abroad in any 
^ such activities; or (e) a foreign-based political organization not 
substantially composed of United States persons. 

r Foreign Intelligence means Information relating to the capabilities. 

[ Intentions, and activities of foreign powers, organizations, or persons, but 
f not Including counterintelligence except for Information on International 
[ terrorist activities. 

[ International terrorist activities means any activity or activities 
which: 

[ a. Involve killing, causing servlous bodily harm, kidnapping, vlo- 

i lent destruction of property, or an attempt or credible threat to connit 
such acts; 

a 

[ b. Appear Intended to endanger a protectee of the Secret Service. 

[ the Department of State, or other federal department or agency, or to 

( further political, social, or economic goals by Intimidating or coercing 

[ a civilian population or any segment thereof. Influencing the policy of a 

[ government or International organization by intimidation or coercion, or 

[ obtaining widespread publicity for a group or Its cause; and 

I c. Occur totally outside the United States or transcend national 

i boundaries la terms of the means by which they are accomplished, the 

civilian population, government, or international organization they ) 

[ appear Intended to coerce or Intimidate, or the locale In which their • 

[ perpetrators operate or seek asylum. 

[ Least intrusive technique feasible means that a certain collection 

( technique may be used only If less Intrusive techniques cannot acquire 
(Intelligence of the nature, reliability, and timeliness required. As a rule. 

i basic collection and standard collection techniques are less Intrusive chan 
special collection techniques. 
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Public conununl cat Iona meaaa communication a transmitted vrlthln frequency 
bands devoted to AM/FM radio, television, and other broadcasts and 
communications Intended -for subsequent broadcast or public dissemination; 
amateur and CB communications; police, fire, ambulance, navigational aid and 
distress, and other public service transmissions; and aircraft and maritime 
communications not corrected with land-based telephone lined. 



[ Publicly available means Information that any member of the public could 

[ lawfully obtain by request or observation (not amounting to physical 
[ surveillance), and Information, Including public communications, that Is 
[ lawfully accessible to any member of the public, 

t Retention means that Information Is organized In such a manner that It 

[ may be retrieved by reference to the name or Identity of the person who is the 
I subject of the Information. 



Special activities means activities conducted In support of national 
foreign policy objectives abroad which are planned and executed so that the 
role of the United States Government is not apparent or acknowledged publicly, 
and functions In support of such activities, but which are not intended to 
Influence United States political processes, public opinion, policies, or 
media and do not include diplomatic activities or the collection and 
production of intelligence or related support functions. 

Unconsented physical search means a search or seizure of a person, or his 
property or possessions, for purposes other than emplacing an electronic 
surveillance or electronic or mechanical monitoring device, without the 
consent of the person, or. in the case of property or possesions, of another 
individual who has authority to consent to such a search, pils term Includes 
Che opening of any mail sent by or intended to be received by a United States 
person. 



I United States person means 

[ a. A United States citizen; 

I b. An alien known by CIA to be a permanent resident alien (An alien 

( %iho procures a visa or other documentation by fraud or willful ^srepre- 

[ sentatlon of a material fact la not a permanent resident alien for 

[ purposes of these procedures.); 

f c. An unincorporated association substantially composed of United 

I States citizens or permanent resident aliens; or 
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[ d. A corporation incorporated In the United States , except for a 
corporation directed and controlled by a foreign government or 
[ governments* A corporation or corporate subsidiary Incorporated abroad, 

[ even If partially or wholly owned by a corporation Incorporated In the 
United States, Is not a United States person* 

’ A person or organization outside the United States shall be presumed not to 
, be a United States person unless specific information to the contrary 
I is obtained* An alien in the United States may be presumed not to be a United 
. States person unless specific Indications to the contrary are obtained* 

[ In United States postal channels means: 

[ a* Mall %rhlle In transit within, among, and between the United 
States (Including mall of foreign origin which is passed by a foreign 
t postal administration Co the United States Postal Service for forwarding 

[ to a foreign postal administration under a postal treaty or convention 

[ and mall temporarily In the hands of the United States Customs Service or 

[ the Department of Agriculture), Its territories and possessions, Army-Air 

t Force (APO) and Navy (FPO) post offices, and mall for delivery to the 

[ United Nations, N*Y.; and 

[ b* International mall en route to an addressee In the United States 

[ or Its possessions after passage to United States Postal Service from a 

[ foreign postal administration or en route to an addressee abroad before 

[ passage to a foreign postal administration* 

[ As a rule, mall shall be considered In such postal channels until the moment 
[ It Is manually delivered in the United States to the specific addressee named 
[ on the envelope or his authorized agent. 

[ Visibly present means that a person at a location at which a special 

[ collection technique Is directed Is a person who is (a) a party to a conver- 
[ sation at that location; (b) a person, other than a party, who parti- 
[ clpates in a conversation at that location; or (c) a person in such close 
[ proximity to a conversation at that location so as to be reasonably assumed by 
[ the participants to be able to overhear the conversation at that location* 
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